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S.F. H.F. 

), 
1 Section 1 .. Section SOSB.l, subsections 1 and 2, Code 1999, 

2 are amended to read as follows: 

3 1. "Aggrieved person" means a person who was a party to an 

4 intercepted wireL eommtt~iea~io~-or oral, or electronic 

5 communication or a person against whom the interception was 

6 directed. 

7 2. "Contents", when used with respect to a wireL 

S eommtt~iea~io~-or oral, or electronic communication, includes 

9 any information concerning the identity of the parties to the 

10 communication or the existence, substance, purpose, or meaning 

11 of that communication. 

12 Sec. 2. Section SOSB.l, Code 1999, is amended by adding 

13 the following new subsection: 

14 NEW SUBSECTION. 3A. "Electronic communication" means any 

15 transfer of signals, signs, writing, images, sounds, data, or 

16 intelligence of any nature transmitted in whole or in part by 

17 a wire, radio, electromagnetic, photoelectronic or 

IS photooptical system that affects intrastate, interstate, or 

19 foreign commerce, but excludes the following: 

20 a. Wire or oral communication. 

21 b. Communication made through a tone only paging device. 

22 c. Communication from a tracking device. 

23 Sec. 3. Section SOSB.l, sUbsection 4, unnumbered paragraph 

24 1, Code 1999, is amended to read as follows: 

25 "Electronic, mechanical, or other device" means a device or 

26 apparatus which can be used to intercept a wireL eommtt~iea~ioft 

27 or oral, or electronic communication other than either of the 

2S following: 

29 Sec. 4. Section SOSB.I, subsection 5, Code 1999, is 

30 amended to read as follows: 

31 5. "Intercept" or "interception" means the aural 

32 acquisition of the contents of a wireL eommtt~iea~io~-or oralL 

33 or electronic communication through the use of an electronic, 

34 mechanical, or other device. 

35 Sec. 5. Section SOSB.l, Code 1999, is amended by adding 
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1 the following new subsections: 

2 NEW SUBSECTION. 7A. "Pen register" means a device which 

3 records or decodes electronic or other impulses which identify 

4 the numbers dialed or otherwise transmitted on the telephone 

5 line to which such device is attached. However, such term 

6 excludes any device used by a provider or customer of a wire 

7 or electronic communication service for billing, or recording 

S as an incident to billing, for communications services 

9 provided by such provider of any device used by a provider, or 

10 any device used by a provider or customer of a wire 

11 communication service for cost accounting or other like 

12 purposes in the ordinary course of its business. 

13 NEW SUBSECTION. SA. "Trap and trace device" means a 

14 device which captures the incoming electronic or other 

15 impulses which identify the originating number of an 
16 instrument or device from which a wire or electronic 

17 communication was transmitted. 

IS Sec. 6. Section SOSB.2, subsection 1, paragraph a, Code 

19 1999, is amended to read as follows: 

20 a. Willfully intercepts, endeavors to intercept, or pro-

21 cures any other person to intercept or endeavor to intercept, 
22 a wireL eommH~ieatio~-or oral, or electronic communication. 

23 Sec. 7. Section SOSB.2, subsection 1, paragraphs c and d, 

24 Code 1999, are amended to read as follows: 

25 c. Willfully discloses, or endeavors to disclose, to any 

26 other person the contents of a wireL eomm~~ieatio~-or oral~ 

27 electronic communication, knowing or having reason to know 

2S that the information was obtained through the interception of 

29 a wireL eommH~±eatio~-or oral, or electronic communication in 
30 violation of this subsection. 

31 d. Willfully uses, or endeavors to use, the contents of a 

32 wireL eommH~ieatio~-or oral, or electronic communication, 

33 knowing or having reason to know that the information was 

34 obtained through the interception of a wireL eommH~ieatio~-or 

35 oral, or electronic communication in violation of this 
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1 subsection. 

2 Sec. B. Section B08B.2, subsection 2, paragraphs band c, 

3 Code 1999, are amended to read as follows: 

4 b. It is not unlawful under this chapter for a person 

5 acting under color of law to intercept a wireL eommttftiea~ioft 

6 or oral, or electronic communication, if the person is a party 
7 to the communication or one of the parties to the 
8 communication has given prior consent to the interception. 

9 c. It is not unlawful under this chapter for a person not 

10 acting under color of law to intercept a wireL eommttftiea~ioft 

11 or oral, or electronic communication if the person is a party 

12 to the communication or if one of the parties to the 
13 communication has given prior consent to the interception, 
14 unless the communication is intercepted for the purpose of 
15 committing a criminal or tortious act in violation of the 
16 Constitution or laws of the United States or of any state or 
17 for the purpose of committing any other injurious act. 

18 Sec. 9. Section 80BB.2, subsection 3, Code 1999, is 

19 amended to read as follows: 

20 3. An operator of a switchboard, or an officer, employee, 
21 or agent of a communications common carrier, whose facilities 
22 are used in the transmission or interception of a wireL or 
23 oral, or electronic communication shall not disclose the 

24 existence of any transmission or interception or the device 

25 used to accomplish the transmission or interception with 

26 respect to a court order under this chapter, except as may 

27 otherwise be required by legal process or court order. 

28 Violation of this subsection is a class "D" felony. 

29 Sec. 10. Section 808B.3, Code 1999, is amended to read as 
30 follows: 
31 808B.3 COURT ORDER FOR INTERCEPTION BY SPECIAL AGENTS. 

32 The attorney general shall authorize and prepare any 

33 application for an order authorizing the interception of wireL 

34 eommttftiea~ioft~-or oral, or electronic communications. The 

35 attorney general may apply to any district court of this 
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I state, or request that the county attorney in the district 

2 where application is to be made deliver the application of the 

3 attorney general, for an order authorizing the interception of 

4 wireL eommttftieetioft~-or oral, or electronic communications, 

5 and the court may grant, subject to this chapter, an order 

6 authorizing the interception of wireL eommttftieetioft~-or oralL 

7 or electronic communications by special state agents having 

8 responsibility for the investigation of the offense as to 
9 which application is made, when the interception may provide 

10 or has provided evidence of the eommi~~ioft-of-fe!ony-offeft~es 

11 ift~o!~iftg-dee!iftg-ift-eofttro!!ed-sttbsteftee~7-e~-defifted-ift 

12 ~eetioft-!z4.!e!7-~ttb~eetioft-5. following: 

13 1. A felony offense involving dealing ih------Cohtt61led 

14 substances, as defined in section 124.101. 

15 2. A felony offense involving ongoing criminal conduct, in 

16 violation of chapter 706A. 
17 3. A felony offense involving money laundering, in 

18 violation of chapter 706B. 
19 Sec. 11. Section 808B.4, Code 1999, is amended to read as 

20 follows: 

21 808B.4 PERMISSIBLE DISCLOSURE AND USE. 

22 1. A special state agent who, by any means authorized by 

23 this chapter, has obtained knowledge of the contents of a 

24 wireL eOMmttftieetion-or oral, or electronic communication, or 

25 has obtained evidence derived from a wireL eommttftieetioft-or 

26 oral, or electronic communication, may disclose the contents 

27 to another investigative or law enforcement officer to the 

28 extent that the disclosure is appropriate to the proper 

29 performance of the official duties of the officer making or 

30 receiving the disclosure. 

31 2. An investigative or law enforcement officer who, by any 

32 means authorized by this chapter, has obtained knowledge of 

33 the contents of a wireL eommttftieetioft-or oral, or electronic 

communication or has obtained evidence derived from a wireL 

eOMmttftieetioft-or oral, or electronic communication may use the 
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1 contents to the extent the use is appropriate to the proper 

2 performance of the officer's official duties. 

3 3. A person who has received, by any means authorized by 

4 this chapter, any information concerning a wireL eommtlft±ea~±oft 

5 or oral, or electronic communication, or evidence derived from 

6 a wireL eommtlft±ee~±oft-or oral, or electronic communication 

7 intercepted in accordance with this chapter may disclose the 

8 contents of that communication or derivative evidence while 

9 giving testimony under oath or affirmation in a criminal 

10 proceeding in any court of the United States or of this state 

11 or in any federal or state grand jury proceeding. 

12 4. An otherwise privileged wireL eommtlft±ee~±oft-or oralL-2£ 

13 electronic communication intercepted in accordance with, or in 

14 violation of, the provisions of this chapter does not lose its 

15 privileged character. 
16 5. If a special state agent, while engaged in intercepting 

17 a wireL eommtlft±ee~±oft-or oral, or electronic communication in 

18 the manner authorized, intercepts a communication relating to 

19 an offense other than those specified in the order of 

20 authorization, the contents of the communication, and the 

21 evidence derived from the communication, may be disclosed or 

22 used as provided in subsections 1 and 2. The contents of and 

23 the evidence derived from the communication may be used under 

24 subsection 3 when authorized by a court if the court finds on 

25 subsequent petition that the contents were otherwise 

26 intercepted in accordance with this chapter. The petition 

27 shall be made as soon as practicable. 

28 Sec. 12. Section 808B.5, subsection 1, unnumbered 

29 paragraph 1, Code 1999, is amended to read as follows: 

30 An application for an order authorizing or approving the 

31 interception of a wireL eommtlft±ee~±oft-or oral, or electronic 

32 communication shall be made in writing upon oath or 

33 affirmation to a court and shall state the applicant's 

34 authority to make the application. An application shall 

35 include the following information: 
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1 Sec. 13. Section 808B.5, subsection 1, paragraph e, Code 

2 1999, is amended to read as follows: 
3 e. A full and complete statement of the facts concerning 

4 all previous applications known to the individuals authorizing 

5 and making the application, made to any court for 

6 authorization to intercept, or for approval of interceptions 

7 of, wireL eommtlnieation~-or oral, or electronic communications 

8 involving any of the same persons, facilities or places 

9 specified in the application, and the action taken by the 

10 court on those applications. 
11 Sec. 14. Section 808B.5, subsection 3, unnumbered 

12 paragraph 1, Code 1999, is amended to read as follows: 

13 Upon application the court may enter an ex parte order, as 

14 requested or as modified, authorizing interception of wireL 

15 eommtlnieation~-or oral, or electronic communications within 

16 the territorial jurisdiction of the court, if the court finds 

17 on the basis of the facts submitted by the applicant all of 

18 the following: 

19 Sec. 15. Section 808B.5, subsection 3, paragraph d, Code 
20 1999, is amended to read as follows: 

21 d. There is probable cause for belief that the facilities 

22 from which, or the place where, the wireL eommtlnieation~-or 

23 oral, or electronic communications are to be intercepted are 

24 being used, or are about to be used, in connection with the 

25 commission of the offense, or are leased to, listed in the 

26 name of, or commonly used by the person whose communications 
27 are to be intercepted. 

28 Sec. 16. Section 808B.5, subsection 4, unnumbered 

29 paragraph 1, Code 1999, is amended to read as follows: 

30 Each order authorizing the interception of a wireL 

31 eommtlnieation-or oral, or electronic communication shall 

32 specify all of the following: 

33 Sec. 17. Section 808B.5, subsections 5 and 6, Code 1999, 

4 are amended to read as follows: 

5 5. Each order authorizing the interception of a wireL 
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1 eOMmtlftieatioft-or oral, or electronic communication shall, upon 
2 request of the applicant, direct that a communications common 

3 carrier, landlord, custodian, or other person shall furnish to 

4 the applicant all information, facilities, and technical 

5 assistance necessary to accomplish the interception 

6 inconspicuously and with a minimum of interference with the 

7 services that the carrier, landlord, custodian, or person is 

S giving to the person whose communications are to be 
9 intercepted. Any communications common carrier, landlord, 

10 custodian, or other person furnishing facilities or technical 
11 assistance shall be compensated by the applicant at the 

12 prevailing rates. 
13 6. An order entered under this section shall not authorize 

14 the interception of a wireL eOMmtlftieatioft-or ora1L-2£ 

15 electronic communication for a period longer than is necessary 
16 to achieve the objective of the authorized interception, or in 
17 any event longer than thirty days. The thirty-day period 

IS shall commence on the date specified in the order upon which 
19 the commencement of the interception is authorized or ten days 
20 after the order is entered, whichever is earlier. An 

21 extension of an order may be granted, but only upon 

22 application for an extension made in accordance with 

23 subsection 1 and the court making the findings required by 
24 subsection 3. The period of extension shall be no longer than 
25 the authorizing court deems necessary to achieve the purposes 
26 for which it was granted and in no event longer than thirty 

27 days. Every order and its extension shall contain a provision 

2S that the authorization to intercept shall be executed as soon 

29 as practicable, shall be conducted in such a way as to 

30 minimize the interception of communications not otherwise 

31 subject to interception under this section and sections SOSB.1 

32 through SOSB.4, SOSB.6, and SOSB.7, and shall terminate upon 

33 attainment of the authorized objective, or in any event in 

34 thirty days. 
35 Sec. lS. Section SOSB.5, subsection S, unnumbered 
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paragraph 1, Code 1999, is amended to read as follows: 

The contents of a wireL eommttniea~ion-or oralL-2£ 

electronic communication intercepted by a means authorized by 

this chapter shall, if possible, be recorded on tape or wire 
or other comparable device. The recording of the contents of 
a wireL eommttniea~ion-or oral, or electronic communication 
under this subsection shall be done in a way which will 
protect the recording from editing or other alterations. 

Immediately upon the expiration of the period of the order, or 

extensions of it, the recordings shall be made available to 

the court issuing the order and shall be sealed under the 
court's directions. Custody of the recordings shall be in 
accordance with the court order. Recordings shall be kept for 
five years and shall then be destroyed unless it is necessary 
to keep the recordings due to a continued legal process or 
court order, but the recordings shall not be kept for longer 
than ten years. Duplicate recordings may be made for 

disclosure or use pursuant to section 808B.4, subsections 1 

and 2. The presence of a seal, or a satisfactory explanation 

20 for its absence, is a prerequisite for the disclosure or use 
21 of the contents of a wireL eommttniea~±on-or oral~ 

22 electronic communication or evidence derived from a 
23 communication under section 808B.4, subsection 3. 
24 Sec. 19. Section 808B.5, subsection 9, paragraph b, 

25 subparagraph (3), Code 1999, is amended to read as follows: 

26 (3) Whether, during the period, wireL or oralL-2£ 

27 electronic communications were or were not intercepted. 

28 Sec. 20. Section 808B.5, sUbsection 10, Code 1999, is 
29 amended to read as follows: 

30 10. The contents of an intercepted wireL eommttn±ea~±on-or 

31 oral, or electronic communication or evidence derived from the 

32 wireL eommttn±ea~ion-or oral, or electronic communication shall 

33 not be received in evidence or otherwise disclosed in a trial, 

34 hearing, or other proceeding in a federal or state court 

35 unless each party, not less than ten days before the trial, 
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I hearing, or proceeding, has been furnished with a copy of the 

2 court order, and accompanying application, under which the 

3 interception was authorized. This ten-day period may be 

4 waived by the court if it finds that it was not possible to 

5 furnish the party with the above information ten days before 
6 the trial, hearing, or proceeding and that the party will not 
7 be prejudiced by the delay in receiving the information. If 

8 the ten-day period is waived by the court, the court may grant 

9 a continuance, or enter such other order as it deems just 

10 under the circumstances. 

11 Sec. 21. Section 808B.5, subsection 11, Code 1999, is 
12 amended to read as follows: 
13 11. An aggrieved person in a trial, hearing, or proceeding 
14 in or before any court, department, officer, agency, 
15 regulatory body, or other authority of this state, may move to 
16 suppress the contents of an intercepted wireL eomm~ftiea~ioft-or 

17 oral, or electronic communication, or evidence derived from 

18 the wireL eommtlftiea~ioft-or oral, or electronic communication, 

19 on the grounds that the communication was unlawfully 

20 intercepted, the order of authorization under which it was 
21 intercepted was insufficient on its face, or the interception 
22 was not made in conformity with the order of authorization. 
23 The motion shall be made before the trial, hearing, or 

24 proceeding unless there was no opportunity to make the motion 

25 or the person was not aware of the grounds of the motion. If 

26 the motion is granted, the contents of the intercepted wireL 

27 eommtlftiea~ioft-or oral, or electronic communication, or 

28 evidence derived from the wire communication or oral 
29 communication, shall be treated as having been obtained in 
30 violation of this chapter. 

31 Sec. 22. Section 808B.7, Code 1999, is amended to read as 

32 follows: 

33 808B.7 CONTENTS OF INTERCEPTED WIREL 9R ORAL, OR 

34 ELECTRONIC COMMUNICATION AS EVIDENCE. 

35 The contents or any part of the contents of an intercepted 
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1 wireL eommtl~iea~io~-or oral, or electronic communication and 
2 any evidence derived from the wireL eommtl~iea~io~-or oralL-£! 
3 electronic communication shall not be received in evidence in 

4 a trial, hearing, or other proceeding in or before a court, 
5 grand jury, department, officer, agency, regulatory body, 

6 legislative committee, or other authority of the United 

7 States, a state, or political subdivision of a state if the 

8 disclosure of that information would be in violation of this 

9 chapter. 
10 Sec. 23. Section 808B.8, subsection 1, unnumbered 
11 paragraph 1, Code 1999, is amended to read as follows: 
12 A person whose wireL eommtl~iea~io~-or oral, or electronic 
13 communication is intercepted, disclosed, or used in violation 

14 of this chapter shall: 

15 Sec. 24. Section 808B.8, subsection 3, Code 1999, is 

16 amended to read as follows: 
17 3. A person whose wireL eommtl~iea~io~-or oral~ 

18 electronic communication is intercepted, disclosed, or used in 

19 violation of this chapter may seek an injunction, either 
20 temporary or permanent, against any person who violates this 

21 chapter. 

22 Sec. 25. NEW SECTION. 808B.lO RESTRICTIONS ON USE AND 
23 INSTALLATION OF A PEN REGISTER OR A TRAP AND TRACE DEVICE. 

24 1. A person shall not install or use a pen register or a 

25 trap and trace device without first obtaining a court order 
26 pursuant to either section 808B.l1 or 808B.12. However, a pen 
27 register or a trap and trace device may be used or installed 
28 without court order if any of the following apply: 

29 a. It relates to the operation, maintenance, and testing 

30 of a wire or electronic communication service or to the 

31 protection of the rights or property of the provider of the 

32 service, or to the protection of users of the service from 

33 abuse of the service or unlawful use of the service. 

34 b. If a wire or electronic communication was initiated or 
35 completed in order to protect the provider of the wire or 

-10-
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1 electronic communication service, another provider furnishing 

2 service toward the completion of the wire or electronic 
3 communication, or a user of the service, from fraudulent, 

4 unlawful, or abusive use of the service. 

5 c. If consent was obtained from the user of the electronic 

6 or wire communication service. 

7 2. A person who knowingly violates this section commits a 

S serious misdemeanor. 
9 Sec. 26. NEW SECTION. SOSB.ll APPLICATION AND ORDER TO 

10 INSTALL AND USE A PEN REGISTER OR TRAP AND TRACE DEVICE. 

11 1. An application for an order or an extension of an order 
12 authorizing or approving the installation and use of a pen 

13 register or a trap and trace device shall be made in writing 

14 upon oath or affirmation to a district court. A special state 

15 agent may only conduct an investigation authorized under this 

16 section or section SOSB.12. An application shall include the 
17 following information: 
IS a. The identity of the prosecuting attorney, and the 
19 identity of the special state agent authorized to conduct the 

20 investigation. 
21 b. A certified statement by the special state agent that 

22 the information likely to be obtained is relevant to an 
23 ongoing criminal investigation of an offense listed under 

24 section SOSB.3 or an offense that may lead to immediate death 

25 or serious bodily injury of a person. 
26 2. Upon application the court may enter an ex parte order 
27 or an ex parte extension of an order, authorizing the 

2S installation and use of a pen register or trap and trace 

29 device within the territorial jurisdiction of the court, if 

30 the court finds that the special state agent has certified to 

31 the court that the information likely to be obtained by the 

32 use of a pen register or trap and trace device is relevant to 

33 an ongoing criminal investigation of an offense listed under 

34 section SOSB.3 or an offense that may lead to the immediate 

35 death of or serious bodily injury of a person. 
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1 3. Each order authorizing the interception of a 

2 communication under this section shall specify all of the 

3 following: 

4 a. The identity of the person, if known, who owns or 

5 leases the telephone line where the pen register or trap and 

6 trace device will be attached. 

7 b. The identity of the person, if known, who is the 

8 subject of the criminal investigation. 

9 c. The telephone number if known, and the physical 

10 location of the telephone line where the pen register or trap 

11 and trace device will be attached, and the geographic limits 

12 of the trap and trace device. 

13 d. Upon request of the appficant; direc~-the furnishing of 

14 information, facilities, and technical assistance necessary to 

15 accomplish the installation of a pen register or trap and 

16 trace device. 

17 e. The period of time during which the use of the pen 

18 register or trap and trace device is authorized, which shall 

19 be no greater than sixty days. 

20 f. If the application is for the extension of an order and 

21 after a judicial finding required under subsection 2, 

22 authorize the extension of an order. Each extension of an 

23 order shall not exceed sixty days. 

24 4. Any order granted under this section shall be sealed 

25 until otherwise ordered by the court. 

26 a. Any person owning or leasing the telephone line to 

27 which the pen register or trap and trace device is attached, 

28 or who has been ordered by the court to furnish information 

29 facilities, or technical assistance to the applicant, shall 

30 not disclose the existence of the pen register or trap and 

31 trace device or the existence of the investigation of the 

32 listed subscriber, to any person, unless or until otherwise 

33 ordered by the court. 

4 b. Notwithstanding sUbsection 4, a prosecuting attorney or 

5 special state agent may utilize or share any information 

-12-
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• 
1 obtained from the use of a pen register or trap and trace 

2 device with other prosecuting attorneys or law enforcement 

3 agencies while acting within the scope of their employment. 

4 c. A violation of this subsection may be punished as 

5 contempt of court. 
6 Sec. 27. NEW SECTION. SOSB.12 EMERGENCY APPLICATION AND 

7 ORDER. 
S 1. Notwithstanding any other provision of this chapter, 

9 the issuance of an order under this section may be based upon 

10 sworn oral testimony communicated by the director of the 

11 division of criminal investigations, the director of the 

12 division of narcotics enforcement, a special state agent 
13 authorized by the prosecuting attorney, or the prosecuting 
14 attorney, via the telephone, if the judge who is asked to 
15 issue the order is satisfied that the circumstances make it 
16 reasonable to dispense with a written affidavit. A pen 

17 register or trap and trace device may only be installed and 

IS used if both of the following occur: 
19 a. The court reasonably determines that an emergency 

20 situation exists that involves immediate danger of death or 

21 serious bodily injury to any person. 
22 b. A written order approving the installation or use of a 
23 pen register or trap and trace device is obtained under 
24 section SOSB.ll within forty-eight hours of the issuance of an 

25 order under this section. 

26 2. In the absence of an authorizing order, under section 

27 SOSB.ll, an emergency order shall immediately terminate upon 

2S the earlier of obtainment of the information sought, denial of 
29 the application under section SOSB.ll, or the lapse of forty-

30 eight hours after the authorization of the installation of the 

31 pen register or trap and trace device under subsection 1. 

32 3. An investigative or law enforcement officer who 

33 knowingly uses a pen register or trap and trace device 

34 pursuant to this section after the effectiveness of the 

35 authorizing order has terminated pursuant to subsection 2 due 
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1 to the lapse of the forty-eight hours commits a serious 

2 misdemeanor. 
3 4. A provider for a wire or electronic communication 
4 service, landlord, custodian, or other person who furnishes 

5 facilities or technical assistance pursuant to this section 

6 shall be reasonably compensated for such reasonable expenses 

7 incurred in providing such facilities and assistance. 

8 Sec. 28. NEW SECTION. 808B.13 ASSISTANCE IN INSTALLATION 

9 AND USE OF A PEN REGISTER OR A TRAP AND TRACE DEVICE. 

10 1. Upon the request of the prosecuting attorney or the 
11 special state agent authorized to install and use a pen 
12 register under this chapter, and as directed by court order, a 

13 provider of a wire or electronic communication service, 

14 landlord, custodian, or other person shall furnish such 

15 investigative or law enforcement officer forthwith with all 

16 information, facilities, and technical assistance necessary to 
17 accomplish the installation of the pen register unobtrusively 
18 and with a minimum of interference with the service that the 
19 person so ordered by the court accords the party with respect 
20 to whom the installation and use is to take place. 

21 2. Upon the request of the prosecuting attorney or the 

22 special state agent authorized to receive the results of a 

23 trap and trace device under this chapter, and as directed by 

24 court order, a provider of a wire or electronic communication 
25 service, landlord, custodian, or other person shall install 
26 such device forthwith on the appropriate telephone line and 
27 shall furnish such investigative or law enforcement officer 
28 with all additional information, facilities, and technical 

29 assistance including installation and operation of the device 

30 unobtrusively and with a minimum of interference with the 

31 services that the person so ordered by the court accords the 

32 party with respect to whom the installation and use is to take 

33 place. Unless otherwise ordered by the court, the results of 
4 the trap and trace device shall be furnished, to the 
5 authorized law enforcement agency designated in the court 
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1 order, at reasonable intervals during regular business hours 
2 for the duration of the order. 

3 3. A provider of a wire or electronic communication 
4 service, landlord, custodian, or other person who furnishes 

5 facilities or technical assistance pursuant to this section 

6 shall be compensated for reasonable expenses incurred in 

7 providing such facilities and assistance. 

S 4. A cause of action shall not lie in any court against 
9 any provider of a wire or electronic communication service, 

10 its officers, employees, agents, or other specified persons 
11 for providing information, facilities, or assistance in 

12 accordance with the terms of a court order under section 

13 SOSB.11 or SOSB.12. 

14 5. A good faith reliance on a court order under section 

15 SOSB.11 or SOSB.12 is a complete defense against any civil or 
16 criminal action brought under this chapter or any other 

17 statute. 
IS Sec. 29. NEW SECTION. SOSB.14 REPORTING INSTALLATION AND 
19 USE OF PEN REGISTERS AND TRAP AND TRACE DEVICES. 
20 In January of each year, the attorney general and the 

21 county attorneys of this state shall report, to the state 

22 court administrator, the number of pen register orders and 

23 orders for trap and trace devices applies for an obtained by 
24 their offices during the preceding calendar year. 

25 EXPLANATION 
26 This bill amends Code chapter SOSB regarding the 

27 interception of communications. 

2S The bill provides that law enforcement authorities may 

29 intercept an electronic communication, if prior court approval 

30 is obtained. Existing law only permits the interception of 

31 wire or oral communications. An electronic communication is 

32 generally, any alpha numeric transmission by a pager. 
33 The bill also authorizes under state law the use of a pen 

34 register or a trap and trace device by law enforcement 

35 authorities. A pen register is a device used to identify any 

-15-



-----. 

S.F. H.F. 

1 telephone number dialed from a certain telephone number. A 

2 trap and trace device is a device used to identify the 

3 telephone number of any incoming call to a certain telephone 

4 number. 

5 

6 

7 

8 

9 

10 

11 
12 

13 

The bill provides that a pen register or trap and trace 
device shall not be installed unless prior court authorization 

is obtained. However, a pen register or trap and trace device 
may be used without a court order, if it relates to the 
operation, protection, or maintenance of telephone service, or 

if consent is obtained from the person being monitored. 

The bill establishes the procedure for obtaining 
authorization from the court to use a pen register or trap and 
trace device. The applicant must provide information under 

14 oath and in writing to the court, that the information likely 
15 to be obtained is relevant to an ongoing criminal 
16 investigation. The court must find that relevant information 
17 to an ongoing criminal investigation is likely to be obtained 

18 from the use of a pen register or trap and trace device. 

19 The bill also establishes the procedure for obtaining an 

20 emergency order to use a pen register or trap and trace 
21 device. The applicant may telephone the court to obtain an 
22 oral order authorizing the use of a pen register or trap and 
23 trace device if an emergency situation exists that may lead to 
24 the immediate death or serious bodily injury of a person. An 
25 emergency order may only be in effect for forty-eight hours. 

26 The bill provides that the court may also, upon the request 

27 of law enforcement, order a common communications carrier, 

28 landlord, or any other person to assist law enforcement in the 

29 installation and use of a pen register or trap and trace 
30 device. Any person assisting law enforcement shall be 

31 compensated for the services provided and shall not be held 

32 liable for compliance with the statute or with a court order 

33 issued pursuant to the statute. 

4 Any authorized order issued pursuant to this bill is 

effective for only 60 days. However, the court may authorize 
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1 an extension of its order for up to an additional 60 days. 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 
12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 
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THOMAS J. MILLER 
ATTORNEY GENERAL 

TO: 
FROM: 
DATE: 
SUBJECT: 

~ep(trtntCllt of Jjustice 

MEMORANDUM 

Members of the General Assembly 
Anne Bunz, Legislative Liaison 
September 27, 1998 
Interception of Communication, Iowa Code Chapter 808B 

ADDRESS REPLY TO, 
HOOVER BUILDING 

DES MOINES. IOWA 50319 
TELEPHONE: 515/281·5164 
fACSIMILE: 515/281-4209 

The Iowa Attorney General's Office is submitting a bill request for legislation dealing 
with the interception of communication, (Iowa Code, 808B). This bill updates Chapter 
808B. These updates reflect the1994 federal wiretap law, "Communications Law 
Enforcement Assistance Act", as well as the model law which was put forth by a 
bipartisan group, called "The President's Commission on Model State Drug Laws." This 
Commission was convened under the Bush Administration and concluded its work in 
1993 under the Clinton Administration. 

Court-approved surveillance is one of the most important, not to mention the most 
powerful tool that law enforcement has to prevent or solve criminal activity. Evidence 
and information obtained through court-authorized electronic surveillance generally can 
not be obtained through other methods or investigative techniques. 

The major thrust of this bill allows authorized law enforcement, subject to court order, to 
intercept any wire, oral, or electronic communication that is being used in specified 
criminal activity. There are three sections to the bill: technology, authorization, and pen 
registers and trap and trace devices. 

I. Technology 

Iowa law fails to address the inception of pagers, cellular phones, and other new wireless 
and electronic technologies. This proposal will provide authorized law enforcement with 
the technical assistance necessary to conduct lawful interceptions of communications. 
The current law only provides for wire communication and oral communications, this 
proposal expands this section to include electronic communication. 

//32 



II. Authorization 

Currently, 808B only allows for authorized persons to obtain a court order for 
interception of communication when there is evidence of a felony drug offense. This 
proposal expands the law to include evidence of felony offenses of money laundering or 
ongoing criminal conduct. 

III. Pen Registersrrrap and Trace Devices 

Part three of the proposal allows for authorized law enforcement to use pen registers or 
trap and trace devices when there is evidence of felony offenses regarding drugs, money 
laundering or ongoing criminal conduct. Iowa is already using pen registers and trap and 
trace devices, however pursuant to federal law. 

The pen register only identifies the numbers dialed from the telephone line to which the 
device is attached. The trap and trace device identifies the numbers of the incoming calls 
to which the device is attached. The use of pen registers and/or trap and trace devices are 
less intrusive than an ordinary wiretap. They are less intrusive, because conversations are 
not being recorded - just numbers. These devices are also less expensive than wiretaps. 
The devices require little monitoring and less manpower. 

This section also allows for the use of pen registers and trap and trace devices to be used 
when an emergency situation exists that involves immediate danger of death or serious 
bodily injury to any person. 

2 
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1 Section 1. Section 808B.1, subsections 1 and 2, Code 1999, 

2 are amended to read as follows: 

3 1. "Aggrieved person" means a person who was a party to an 

4 intercepted wireL eommtt~±ee~±o~-or oral, or electronic 

5 communication or a person against whom the interception was 

6 directed. 

7 2. "Contents", when used with respect to a wire, 

8 eommtt~±ee~±o~-or oral, or electronic communication, includes 

9 any information concerning the identity of the parties to the 

10 communication or the existence, substance, purpose, or meaning 

11 of that communication. 

12 Sec. 2. Section 808B.l, Code 1999, is amended by adding 

13 the following new subsection: 

14 NEW SUBSECTION. 3A. "Electronic communication" means any 

15 transfer of signals, signs, writing, images, sounds, data, or 

16 intelligence of any nature transmitted in whole or in part by 

17 a wire, radio, electromagnetic, photoelectronic or 

18 photooptical system that affects intrastate, interstate, or 

19 foreign commerce, but excludes the following: 

20 a. Wire or oral communication. 

21 b. Communication made through a tone only paging device. 

22 c. Communication from a tracking device. 

23 Sec. 3. Section 808B.l, subsection 4, unnumbered paragraph 

24 1, Code 1999, is amended to read as follows: 

25 "Electronic, mechanical, or other device" means a device or 

26 apparatus which can be used to intercept a wireL eommtt~±ee~±o~ 

27 O~ oral, or electronic communication other than either of the 

28 following: 

29 Sec. 4. Section 808B.l, subsection 5, Code 1999, is 

30 amended to read as follows: 

31 5. "Intercept" or "interception" means the aural 

32 acquisition of the contents of a wireL eommtt~±ea~±o~-o~ oralL 

33 or electronic communication through the use of an electronic, 

34 mechanical, or other device. 

35 Sec. 5. Section 808B.l, Code 1999, is amended by adding 
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1 the following new subsections: 

2 NEW SUBSECTION. 7A. "Pen register" means a device which 

3 records or decodes electronic or other impulses which identify 

4 the numbers dialed or otherwise transmitted on the telephone 

5 line to which such device is attached. However, such term 

6 excludes any device used by a provider or customer of a wire 

7 or electronic communication service for billing, or recording 

8 as an incident to billing, for communications services 

9 provided by such provider of any device used by a provider, or 

10 any device used by a provider or customer of a wire 

11 communication service for cost accounting or other like 

12 purposes in the ordinary course of its business. 

13 NEW SUBSECTION. 8A. "Trap and trace device" means a 

14 device which captures the incoming electronic or other 

15 impulses which identify the originating number of an 

16 instrument or device from which a wire or electronic 

17 communication was transmitted. 

18 Sec. 6. Section 808B.2, subsection 1, paragraph a, Code 

19 1999, is amended to read as follows: 

20 a. Willfully intercepts, endeavors to intercept, or pro-

21 cures any other person to intercept or endeavor to intercept, 

22 a wireL eOmm~ftie8~ioft-or oral, or electronic communication. 

23 Sec. 7. Section 808B.2, subsection 1, paragraphs c and d, 

24 Code 1999, are amended to read as follows: 

25 c. Willfully discloses, or endeavors to disclose, to any 

,. 

26 other person the contents of a wireL eomm~ftiea~io"-or oral~ 

27 electronic communication, knowing or having reason to know 

28 that the information was obtained through the interception of 

29 a wireL eOmm~ftie8~ioft-or oral, or electronic communication in 

30 violation of this subsection. 

31 d. Willfully uses, or endeavors to use, the contents of a 

32 wireL eomm~"iea~±oft-or oral, or electronic communication, 

33 knowing or having reason to know that the information was 

34 obtained through the interception of a wireL eOmm~ft±e8~±O"-Or 

35 oral, or electronic communication in violation of this 
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1 subsection. 

2 Sec. B. Section BOBB.2, subsection 2, paragraphs band c, 

3 Code 1999, are amended to read as follows: 

4 b. It is not unlawful under this chapter for a person 

5 acting under color of law to intercept a wireL eOMmtln±eat±on 

6 or oral, or electronic communication, if the person is a party 

7 to the communication or one of the parties to the 

B communication has given prior consent to the interception. 

9 c. It is not unlawful under this chapter for a person not 

10 acting under color of law to intercept a wireL eOMmtln±eae±on 

11 or oral, or electronic communication if the person is a party 

12 to the communication or if one of the parties to the 

13 communication has given prior consent to the interception, 

14 unless the communication is intercepted for the purpose of 

15 committing a criminal or tortious act in violation of the 

16 Constitution or laws of the United States or of any state or 

17 for the purpose of committing any other injurious act. 

IB Sec. 9. Section BOBB.2, subsection 3, Code 1999, is 

19 amended to read as follows: 

20 3. An operator of a switchboard, or an officer, employee, 

21 or agent of a communications common carrier, whose facilities 

22 are used in the transmission or interception of a wireL or 

23 oral, or electronic communication shall not disclose the 

24 existence of any transmission or interception or the device 

25 used to accomplish the transmission or interception with 

26 respect to a court order under this chapter, except as may 

27 otherwise be required by legal process or court order. 

2B Violation of this subsection is a class "D" felony. 

29 Sec. 10. Section 80BB.3, Code 1999, is amended to read as 

30 follows: 

31 BOBB.3 COURT ORDER FOR INTERCEPTION BY SPECIAL AGENTS. 

32 The attornty general shall authorize and prepare any 

33 application for an order authorizing the interception of wireL 

34 eommtln±eation~-or oral, or electronic communications. The 

35 attorney general may apply to any district court of this 
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I state, or request that the county attorney in the district 

2 where application is to be made deliver the application of the 

3 attorney general, for an order authorizing the interception of 

4 wireL eommtl"ieaeio"~-o~ oral, or electronic communications, 

5 and the court may grant, subject to this chapter, an order 

6 authorizing the interception of wireL eommtl"ieae±o"~-o~ oralL 

7 or electronic communications by special state agents having 

B responsibility for the investigation of the offense as to 

9 which application is made, when the interception may provide 

10 or has provided evidence of the eommi~~io"-of-fe±o"y-offe"~e~ 

11 ±"vo±vi"9-dea±±"9-i"-eo"e~o±±ed-~tlb~ea"ee~7-a~-def±"ed-i" 

12 ~eeeio"-t~47tat7-~tlb~eee±o"-57 following: 

13 1. A felony offense involving dealing in controlled 

14 substances, as defined in section 124.101. 

15 2. A felony offense involving money laundering, in 

16 violation of chapter 706B. 

17 Sec. 11. Section 808B.4, Code 1999, is amended to read as 

IB follows: 

19 BOBB.4 PERMISSIBLE DISCLOSURE AND USE. 

20 1. A special state agent who, by any means authorized by 

21 this chapter, has obtained knowledge of the contents of a 

22 wireL eommtl"ieaeio"-o~ oral, or electronic communication, or 

23 has obtained evidence derived from a wireL eommtl"±eae±o"-o~ 

24 oral, or electronic communication, may disclose the contents 

25 to another investigative or law enforcement officer to the 

26 extent that the disclosure is appropriate to the proper 

27 performance of the official duties of the officer making or 

28 receiving the disclosure. 

29 2. An investigative or law enforcement officer who, by any 

30 means authorized by this chapter, has obtained knowledge of 

31 the contents of a wireL eommtl"±eae±o"-o~ oral, or electronic 

32 communication or has obtained evidence derived from a wireL 

33 eommtl"ieae±o"-o~ oral, or electronic communication may use the 

34 contents to the extent the use is appropriate to the proper 

35 performance of the officer's official duties. 
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1 3. A person who has received, by any means authorized by 

2 this chapter, any information concerning a wire, eommttniea~ion 

3 e~ oral, or electronic communication, or evidence derived from 

4 a wireL eommttnieaeion-e~ oral, or electronic communication 

5 intercepted in accordance with this chapter may disclose the 

6 contents of that communication or derivative evidence while 

7 giving testimony under oath or affirmation in a criminal 

8 proceeding in any court of the United states or of this state 

9 or in any federal or state grand jury proceeding. 

10 4. An otherwise privileged wireL eemmttnieaeien-e~ oralL-2£ 

11 electronic communication intercepted in accordance with, or in 

12 violation of, the provisions of this chapter does not lose its 

13 privileged character. 

14 5. If a special state agent, while engaged in intercepting 

15 a wireL eemmttnieaeien-er oral, or electronic communication in 

16 the manner authorized, intercepts a communication relating to 

17 an offense other than those specified in the order of 

18 authorization, the contents of the communication, and the 

19 evidence derived from the communication, may be disclosed or 

20 used as provided in subsections 1 and 2. The contents of and 

21 the evidence derived from the communication may be used under 

22 subsection 3 when authorized by a court if the court finds on 

23 subsequent petition that the contents were otherwise 

24 intercepted in accordance with this chapter. The petition 

25 shall be made as soon as practicable. 

26 Sec. 12. Section 808B.5, subsection 1, unnumbered 

27 paragraph 1, Code 1999, is amended to read as follows: 

28 An application for an order authorizing or approving the 

29 interception of a wireL eommttnieaeien-er oral, or electronic 

30 communication shall be made in writing upon oath or 

31 affirmation to a court and shall state the applicant's 

32 authority to make the application. An application shall 

33 include the following information: 

34 Sec. 13. Section 808B.5, subsection 1, paragraph e, Cede 

35 1999, is amended to read as follows: 
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1 e. A full and complete statement of the facts concerning 

2 all previous applications known to the individuals authorizing 

3 and making the application, made to any court for 

4 authorization to intercept, or for approval of interceptions 

5 of, wireL eommtl~±eae±o~~-or oral, or electronic communications 

6 involving any of the same persons, facilities or places 

7 specified in the application, and the action taken by the 

8 court on those applications. 

9 Sec. 14. Section 8088.5, subsection 3, unnumbered 

10 paragraph 1, Code 1999, is amended to read as follows: 

11 Upon application the court may enter an ex parte order, as 

12 requested or as modified, authorizing interception of wireL 

13 eommtl~±eae±o~~-or oral, or electronic communications· within 

14 the territorial jurisdiction of the court, if the court finds 

15 on the basis of the facts submitted by the applicant all of 

16 the following: 

17 Sec. 15. Section 8088.5, subsection 3, paragraph d, Code 

18 1999, is amended to read as follows: 

19 d. There is probable cause for belief that the facilities 

20 from which, or the place where, the wireL eommtl~±eae±o~~-or 

21 oral, or electronic communications are to be intercepted are 

22 being used, or are about to be used, in connection with the 

23 commission of the offense, or are leased to, listed in the 

24 name of, or commonly used by the person whose communications 

25 are to be intercepted. 

26 Sec. 16. Section 8088.5, subsection 4, unnumbered 

27 paragraph 1, Code 1999, is amended to read as follows: 

28 Each order authorizing the interception of a wireL 

29 eommtl~±eae±o~-or oral, or electronic communication shall 

30 specify all of the following: 

31 Sec. 17. Section 8088.5, subsections 5 and 6, Code 1999, 

32 are amended to read as follows: 

33 5. Each order authorizing the interception of a wireL 

34 eommtl~±eae±o~-or oral, or electronic communication shall, upon 

35 request of the applicant, direct that a communications common 
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1 carrier, landlord, custodian, or other person shall furnish to 

2 the applicant all information, facilities, and technical 

3 assistance necessary to accomplish the interception 

4 inconspicuously and with a minimum of interference with the 

5 services that the carrier, landlord, custodian, or person is 

6 giving to the person whose communications are to be 

7 intercepted. Any communications common carrier, landlord, 

8 custodian, or other person furnishing facilities or technical 

9 assistance shall be compensated by the applicant at the 

10 prevailing rates. 

11 6. An order entered under this section shall not authorize 

12 the interception of a wireL eOMmtlft±eae±oft-or oralL-2£ 

13 electronic communication for a period longer than is necessary 

14 to achieve the objective of the authorized interception, or in 

15 any event longer than thirty days. The thirty-day period 

16 shall commence on the date specified in the order upon which 

17 the commencement of the interception is authorized or ten days 

18 after the order is entered, whichever is earlier. An 

19 extension of an order may be granted, but only upon 

20 application for an extension made in accordance with 

21 subsection 1 and the court making the findings required by . 

22 subsection 3. The period of extension shall be no longer than. 

23 the authorizing court deems necessary to achieve the purposes 

24 for which it was granted and in no event longer than thirty 

25 days. Every order and its extension shaLl contain a provision 

26 that the authorization to intercept shall be executed as soon 

27 as practicable, shall be conducted in such a way as to 

28 minimize the interception of communications not otherwise 

29 subject to interception under this section and sections BOBB.l 

30 through BOBB.4, 808B.6, and 808B.7, and shall terminate upon 

31 attainment of the authorized objective, or in any event in 

32 thirty days. 

33 Sec. 18. Section 808B.5, subsection 8, unnumbered 

34 paragraph 1, Code 1999, is amended to read as follows: 

35 The contents of a wireL eommtlft±e~e±oft-or oralL-2£ 
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1 electronic communication intercepted by a means authorized by 

2 this chapter shall, if possible, be recorded on tape or wire 

3 or other comparable device. The recording of the contents of 

4 a wireL eommttn±ee~±on-o~ oral, or electronic communication 

5 under this subsection shall be done in a way which will 

6 protect the recording from editing or other alterations. 

7 Immediately upon the expiration of the period of the order, or 

8 extensions of it, the recordings shall be made available to 

9 the court issuing the order and shall be sealed under the 

10 court's directions. Custody of the recordings shall be in 

11 accordance with the court order. Recordings shall be kept for 

12 five years and shall then be destroyed unless it is necessary 

13 to keep the recordings due to a continued legal process or 

14 court order, but the recordings shall not be kept for longer 

15 than ten years. Duplicate recordings may be made for 

16 disclosure or use pursuant to section 808B.4, subsections 1 

17 and 2. The presence of a seal, or a satisfactory explanation 

18 for its absence, is a prerequisite for the disclosure or use 

19 of the contents of a wireL eommttn±ee~±on-o~ oral~ 

20 electronic communication or evidence derived from a 

21 communication under section 808B.4, subsection 3. 

22 Sec. 19. Section 808B.5, subsection 9, paragraph b, 

23 subparagraph (3), Code 1999, is amended to read as follows: 

24 (3) Whether, during the period, wireL o~ oral~ 

25 electronic communications were or were not intercepted. 

26 Sec. 20. Section 808B.5, subsection 10, Code 1999, is 

27 amended to read as follows: 

28 10. The contents of an intercepted wireL eommttn±ee~±on-or 

29 oral, or electronic communication or evidence derived from the 

30 wireL eommttn±ee~±on-o~ oral, or electronic communication shall 

31 not be received in evidence or otherwise disclosed in a trial, 

32 hearing, or other proceeding in a federal or state court 

33 unless each party, not less than ten days before the trial, 

34 hearing, or proceeding, has been furnished with a copy of the 

35 court order, and accompanying application, under which the 
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1 interception was authorized. This ten-day period may be 

2 waived by the court if it finds that it was not possible to 

3 furnish the party with the above information ten days before 

4 the trial, hearing, or proceeding and that the party will not 

5 be prejudiced by the delay in receiving the information. If 

6 the ten-day period is waived by the court, the court may grant 

7 a continuance, or enter such other order as it deems just 

8 under the circumstances. 

9 Sec. 21. Section 808B.5, subsection 11, Code 1999, is 

10 amended to read as follows: 

11 11. An aggrieved person in a trial, hearing, or proceeding 

12 in or before any court, department, officer, agency, 

13 regulatory body, or other authority of this state, may move to 

14 suppress the contents of an intercepted wireL eommttft±ea~±oft~or 

15 oral, or electronic communication, or evidence derived from 

16 the wireL eommttft±ee~±oft-or oral, or electronic communication, 

17 on the grounds that the communication was unlawfully 

18 intercepted, the order of authorization under which it was 

19 intercepted was insufficient on its face, or the interception 

20 was not made in conformity with the order of authorization. 

21 The motion shall be made before the trial, hearing, or 

22 proceeding unless there was no opportunity to make the motion 

23 or the person was not aware of the grounds of the motion. If 

24 the motion is granted, the contents of the intercepted wireL 

25 eommttft±ea~±oft-or oral, or electronic communication, or 

26 evidence derived from the wire communication or oral 

27 communication, shall be treated as having been obtained in 

28 violation of this chapter. 

29 Sec. 22. Section 808B.7, Code 1999, is amended to read as 

30 follows: 

31 808B.7 CONTENTS OF INTERCEPTED WIREL 9R ORAL, OR 

32 ELECTRONIC COMMUNICATION AS EVIDENCE. 

33 The contents or any part of the contents of an intercepted 

34 wireL eommuft±ee~±oft-or oral, or electronic communication and 

35 any evidence derived from the wireL eommttft±ee~±on-or oralL-2£ 
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1 electronic communication shall not be received in evidence in 

2 a trial, hearing, or other proceeding in or before a court, 

3 grand jury, department, officer, agency, regulatory body, 

4 legislative committee, or other authority of the United 

5 States, a state, or political subdivision of a state if the 

6 disclosure of that information would be in violation of this 

7 chapter. 

8 Sec. 23. Section 808B.8, subsection 1, unnumbered 

9 paragraph 1, Code 1999, is amended to read as follows: 

10 A person whose wireL eommtt"±eae±o"-o~ oral, or electronic 

11 communication is intercepted, disclosed, or used in violation 

12 of this chapter shall: 

13 Sec. 24. Section 808B.8, subsection 3, Code 1999, is 

14 amended to read as follows: 

15 3. A person whose wireL eommtt"±eae±o"-o~ oralL-2£ 

16 electronic communication is intercepted, disclosed, or used in 

17 violation of this chapter may seek an injunction, either 

18 temporary or permanent, against any person who violates this 

19 chapter. 

20 Sec. 25. NEW SECTION. 808B.IO RESTRICTIONS ON USE AND 

21 INSTALLATION OF A PEN REGISTER OR A TRAP AND TRACE DEVICE. 

22 1. A person shall not install or use a pen register or a 

23 trap and trace device without first obtaining a court order 

24 pursuant to either section 808B.ll or 808B.12. However, a pen 

25 register or a trap and trace device may be used or installed 

26 without court order if any of the following apply: 

27 a. It relates to the operation, maintenance, and testing 

28 of a wire or electronic communication service or to the 

29 protection of the rights or property of the provider of the 

30 service, or to the protection of users of the service from 

31 abuse of the service or unlawful use of the service. 

32 b. If a wire or electronic communication was initiated or 

33 completed in order to protect the provider of the wire or 

34 electronic communication service, another provider furnishing 

3S-service toward the completion of the wire or electronic 
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1 communication, or a user of the service, from fraudulent, 

2 unlawful, or abusive use of the service. 

3 c. If consent was obtained from the user of the electronic 

4 or wire communication service. 

5 2. A person who knowingly violates this section commits a 

6 serious misdemeanor. 

7 Sec. 26. NEW SECTION. SOSB.ll APPLICATION AND ORDER TO 

S INSTALL AND USE A PEN REGISTER OR TRAP AND TRACE DEVICE. 

9 1. An application for an order or an extension of an order 

10 authorizing or approving the installation and use of a pen 

11 register or a trap and trace device shall be made in writing 

12 upon oath or affirmation to a district court. A special state 

13 agent may only conduct an investigation authorized under this 

14 section or section SOSB.12. An application shall include the 

15 following information: 

16 a. The identity of the prosecuting attorney, and the 

17 identity of the special state agent authorized to conduct the 

18 investigation. 

19 b. A certified statement by the special state agent that 

20 the information likely to be obtained is relevant to an 

21 ongoing criminal investigation of an offense listed under 

22 section SOSB.3 or an offense that may lead to immediate death 

23 or serious bodily injury of a person. 

24 2. Upon application the court may enter an ex parte order 

25 or an ex parte extension of an order, authorizing the 

26 installation and use of a pen register or trap and trace 

27 device within the territorial jurisdiction of the court, if 

2S the court finds that the special state agent has certified to 

29 the court that the information likely to be obtained by the 

30 use of a pen register or trap and trace device is relevant to 

31 an ongoing criminal investigation of an offense listed under 

32 section SOSE.3 or an offense that may lead to the immediate 

33 death of or serious bodily injury of a person. 

34 3. Each order authorizing the interception of a 

35 communication under this section shall specify all of the 
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1 following: 

2 a. The identity of the person, if known, who owns or 

3 leases the telephone line where the pen register or trap and 

4 trace device will be attached. 

5 b. The identity of the person, if known, who is the 

6 subject of the criminal investigation. 

7 c. The telephone number if known, and the physical 

8 location of the telephone line where the pen register or trap 

9 and trace device will be attached, and the geographic limits 

10 of the trap and trace device. 

11 d. Upon request of the applicant, direct the furnishing of 

12 information, facilities, and technical assistance necessary to 

13 accomplish the installation of a pen register or trap and 

14 trace device. 

15 e. The period of time during which the use of the pen 

16 register or trap and trace device is authorized, which shall 

17 be no greater than sixty days. 

18 f. If the application is for the extension of an order and 

19 after a judicial finding required under subsection 2, 

20 authorize the extension of an order. Each extension of an 

21 order shall not exceed sixty days. 

22 4. Any order granted under this section shall be sealed 

23 until otherwise ordered by the court. 

24 a. Any person owning or leasing the telephone line to 

25 which the pen register or trap and trace device is attached, 

26 or who has been ordered by the court to furnish information, 

27 facilities, or technical assistance to the applicant, shall 

28 not disclose the existence of the pen register or trap and 

29 trace device or the existence of the investigation of the 

30 listed subscriber, to any person, unless or until otherwise 

31 ordered by the court. 

32 b. Notwithstanding subsection 4, a prosecuting attorney or 

33 special state agent may utilize or share any information 

34 obtained from the use of a pen register or trap and trace 

35 device with other prosecuting attorneys or law enforcement 
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1 agencies while acting within the scope of their employment. 

2 c. A violation of this subsection may be punished as 

3 contempt of court. 

4 Sec. 27. NEW SECTION. BOBB.12 EMERGENCY APPLICATION AND 

5 ORDER. 

6 1. Notwithstanding any other provision of this chapter, 

7 the issuance of an order under this section may be based upon 

B sworn oral testimony communicated by the director of the 

9 division of criminal investigation, the director of the 

10 division of narcotics enforcement, a special state agent 

11 authorized by the prosecuting attorney, or the prosecuting 

12 attorney, via the telephone, if the judge who is asked to 

13 issue the order is satisfied that the circumstances make it 

14 reasonable to dispense with a written affidavit. A pen 

15 register or trap and trace device may only be installed and 

16 used if both of the following occur: 

17 a. The court reasonably determines that an emergency 

lB situation exists that involves immediate danger of death or 

19 serious bodily injury to any person. 

20 b. A written order approving the installation or use of a 

21 pen register or trap and trace device is obtained under 

22 section B08B.ll within forty-eight hours of the issuance of an 

23 order under this section. 

24 2. In the absence of an authorizing order, under section 

25 BOBB.ll, an emergency order shall immediately terminate upon 

26 the earlier of obtainment of the information sought, denial of 

27 the application under section 808B.ll, or the lapse of forty-

2B eight hours after the authorization of the installation of the 

29 pen register or trap and trace device under subsection 1. 

30 3. An investigative or law enforcement officer who 

31 knowingly uses a pen register or trap and trace device 

32 pursuant to this section after the effectiveness of the 

33 authorizing order has terminated pursuant to subsection 2 due 

34 to the lapse of the forty-eight hours commits a serious 

35 misdemeanor. 
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1 4. A provider for a wire or electronic communication 

2 service, landlord, custodian, or other person who furnishes 

3 facilities or technical assistance pursuant to this section 

4 shall be reasonably compensated for such reasonable expenses 

5 incurred in providing such facilities and assistance. 

6 Sec. 2S. NEW SECTION. SOSB.13 ASSISTANCE IN INSTALLATION 

7 AND USE OF A PEN REGISTER OR A TRAP AND TRACE DEVICE. 

S 1. Upon the request of the prosecuting attorney or the 

9 special state agent authorized to install and use a pen 

10 register under this chapter, and as directed by court order, a 

11 provider of a wire or electronic communication service, 

12 landlord, custodian, or other person shall furnish such 

13 investigative or law enforcement officer forthwith with all 

14 information, facilities, and technical assistance necessary to 

15 accomplish the installation of the pen register unobtrusively 

16 and with a minimum of interference with the service that the 

17 person so ordered by the court accords the party with respect 

IS to whom the installation and use is to take place. 

19 2. Upon the request of the prosecuting attorney or the 

20 special state agent authorized to receive the results of a 

21 trap and trace device under this chapter, and as directed by 

22 court order, a provider of a wire or electronic communication 

23 service, landlord, custodian, or other person shall install 

24 such device forthwith on the appropriate telephone line and 

25 shall furnish such investigative or law enforcement officer 

26 with all additional information, facilities, and technical 

27 assistance including installation and operation of the device 

2S unobtrusively and with a minimum of interference with the 

29 services that the person so ordered by the court accords the 

30 party with respect to whom the installation and use is to take 

31 place. Unless otherwise ordered by the court, the results of 

32 the trap and trace device shall be furnished, to the 

33 authorized law enforcement agency designated in the court 

34 order, at reasonable intervals during regular business hours 

35 for the duration of the order. 
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1 3. A provider of a wire or electronic communication 

2 service, landlord, custodian, or other person who furnishes 

3 facilities or technical assistance pursuant to this section 

4 shall be compensated for reasonable expenses incurred in 

5 providing such facilities and assistance. 

6 4. A cause of action shall not lie in any court against 

7 any provider of a wire or electronic communication service, 

8 its officers, employees, agents, or other specified persons 

9 for providing information, facilities, or assistance in 

10 accordance with the terms of a court order under section 

11 SOSB.ll or SOSB.12. 

12 5. A good faith reliance on a court order under section 

13 SOSB.ll or S08B.12 is a complete defense against any civil or 

14 criminal action brought under this chapter or any other 

15 statute. 

16 Sec. 29. NEW SECTION. S08B.14 REPORTING INSTALLATION AND 

17 USE OF PEN REGISTERS AND TRAP AND TRACE DEVICES. 

IS In January of each year, the attorney general and the 

19 county attorneys of this state shall report, to the state 

20 court administrator, the number of pen register orders and 

21 orders for trap and trace devices applied for and obtained by 

22 their offices during the preceding calendar year. 

23 EXPLANATION 

24 This bill amends Code chapter S08B regarding the 

25 interception of communications. 

26 The bill provides that law enforcement authorities may 

27 intercept an electronic communication, if prior court approval 

28 is obtained. Existing law only permits the interception of 

29 wire or oral communications. An electronic communication is, 

30 generally, any alphanumeric transmission by a pager. A wire, 

31 oral, or electronic communication may be intercepted for drug-

32 related or money laundering offenses. 

33 The bill also authorizes under state law the use of a pen 

34 register or a trap and trace device by law enforcement 

35 authorities. A pen register is a device used to identify any 
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1 telephone number dialed from a certain telephone number. A 

2 trap and trace device is a device used to identify the 

3 telephone number of any incoming call to a certain telephone 

4 number. 

S The bill provides that a pen register or trap and trace 

6 device shall not be installed unless prior court authorization 

7 is obtained. However, a pen register or trap and trace device 

8 may be used without a court order, if it relates to the 

9 operation, protection, or maintenance of telephone service, or 

10 if consent is obtained from the person using the service. 

11 The bill establishes the procedure for obtaining 

12 authorization from the court to use a pen register or trap and 

13 trace device. The applicant must provide information under 

14 oath and in writing to the court, that the information likely 

15 to be obtained is relevant to an ongoing criminal 

16 investigation. The court must find that relevant information 

17 to an ongoing criminal investigation is likely to be obtained 

18 from the use of a pen register or trap and trace device. 

19 The bill also establishes the procedure for obtaining an 

20 emergency order to use a pen register or trap and trace 

21 device. The applicant may telephone the court to obtain an 

22 oral order authorizing the use of a pen register or trap and 

23 trace device if an emergency situation exists that may lead to 

24 the immediate death or serious bodily injury of a person. An 

25 emergency order may only be in effect for 48 hours. 

26 The bill provides that the court may also, upon the request 

27 of law enforcement, order a common communications carrier, 

28 landlord, or any other person to assist law enforcement in the 

29 installation and use of a pen register or trap and trace 

30 device. Any person assisting law enforcement shall be 

31 compensated for the services provided and shall not be held 

32 liable for compliance with the statute or with a court order 

33 issued pursuant to the statute. 

34 Any authorized order issued pursuant to this bill is 

35 effective for only 60 days. However, the court may authorize 
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SENATE FILE 309 

AN ACT 

~SLATrNG TO THE INTERCEPTION OF COMMU~ICATIONS ~~D PROVIDING 

PENALTIES. 

BE IT ENACTED BY THE GENERAL ASSEMBLY OF THE STATE OF IOWA: 

Section 1. Section S08B.l, subsections land 2, Code 1999, 

are amended to read as follows: 
1. "Aggrieved person" means a person who was a party to an 

intercepted wireL eommtt"ieatio"-or oral, or electzonic 

comaunication or a person against whom the interception was 

directed. 

2. "Contents", when used with respect to a wireL 

eo~"iea~~o"-or oral, or electronic communication, includes 

any information concerning the identity of the parties to the 

communication or the existence, substance, purpose, or meaning 

of that communication. 
~ec. 2. Section SOSB.1, Code :999, is amended by adding 

the following new subsection: 

NEW St!BS_E~:l'l..0N. 3A. "Electronic cor:ununication" means any 

transfer of signals, signs, writing, images, sounds, data, or 

intelligence of any nature transmitted in whole or in part by 

a wire, radio, electromagnetic, photoelectronic or 

photooptical system that affects intrastate, interstate, or 

foreign commerce, but excludes the fol'owing: 

a. Wire or oral communication. 
b. Co~~unication made through a tone only paging device. 

c. Communication from a tracking device. 

Sec. 3. Section 8088.1, subsection 4, unnumbered paragraph 

1, Code 1999, is amended to read as fol:ows: 
"Electronic, mechanical, or other device" means a device or 

apparatus which can be used to intercept a wireL eo~.tl"ieatio" 

or oral, or electronic communication other than either of the 

following: 

Sec. 4. Section 80SB.1, subsection S, Code 1999, is 

amended to read as follows: 
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5. "Intercept" or t'interception" means the aural 

acquisition of the contents oE a wire L eo~mtl"~eft~io"-o~ ora:L 

or e~ectronic communicat:on through the use of an electronic, 

mechanical, or other device. 
Sec. S. Section SOSB.l, Code :999, is amended by adding 

the following new subsections: 
NEW SUBSEC':'ION. 7A. "Pen register" means a device which 

records or decodes electronic or other impulses which identify 

the numbers dialed or otherwise transmi::ed on the telephone 

line to which such device is attached. However, such te~~ 

exc:udes any device used by a provider or customer of a wire 

or electronic communication service for billing, or recording 

as an incident to billing, for communications services 

provided by such provider of any device used hy a provider, or 

any device used by a provider or customer of a wire 

cor.~unication service for cost accounting or other like 

purposes in the ordinary course of its business. 
NEW SUBSECTION. SA. "':'rap and trace device" means a 

device which captures the incoming electronic or other 

impulses which identi:y the originating number of an 

instrument or device from which a wire or electronic 

communication was transmitted. 
Sec. 6. Section 808B.2, subsection 1, paragraph a, Code 

1999, is amended to read as follows: 
a. Willfully intercepts, endeavors to intercept, or pro­

cures any other person to intercept or endeavor to intercept, 

a wire
L 

eOmmttnie8~~on-er oral, or electronic co~unicat:on. 

Sec. 7. Seclion 808B.2, subsection 1, paragraphs c and d, 

Code 1999, are amended to read as follows: 
c. Willfully discloses, or endeavors to disclose, to any 

other person the contents of a wireL eommtl~~ee~~e"-or oralL-2£ 

electroni~ comr.,unication, knowing or having reason to know 

that the i"formation was obtained through the interception of 

a wire
L 

eemmtlnieatio"-or oral~~l~ctroni~ communication in 

violation of this subsection. 
d. Willf~lly uses, or endeavors to use, the contents of a 

wire
L 

eommttnieatio"-or oralL-9~ electroni~ co~~unication, 

en 
'T1 
W 
o 
c.o 
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knowing or having reason to know that the :nformation was 

obtained through the i~terception of a w:reL eommtt"±catio"-o~ 

ora', or e:ectronic ccmmun:cation in vio:at:on of this 
subseccion. 

Sec. 8. Section 808B.2, subsection 2, pa~agraphs band c, 

Code 1999, are amended to read as follows: 

b. It is not unlawful under this chapter for a person 

acting under color of law to intercept a wireL eommtt"±eatio" 

o~ oral, or electronic communication, if the person is a party 

to the communication or one of the parties to the 

communication has given prior consent to the interception. 

c. It is not unlawful under this chapte~ for a person not 

acting under color of law to intercept a wireL eommttnieation 

o~ oral, or electronic communication if the person is a party 

to the conmunication or if one of the parties to the 

communication has given prior consent to the interception, 

unless the communication is intercepted for the purpose of 

committing a criminal or tortious act in violation of the 

Constitution or laws of the United States or of any state or 

for the purpose of committing any other injurious act. 

Sec. 9. Section 808B.2, subsection 3, Code 1999, is 

amended to read as follows: 

3. An operator of a switchboard, or an of:icer, employee, 

or agent of a communications co~~on carrier, whose (acilities 

are used in the transmission or interception of a wireL o~ 

oral, or electronic communication shall not disclose the 

existence of any transmission or interception or the device 

used to accomplish the transmission or interception with 

respect to a court order under this chapter, except as may 

otherwise be required by legal process or court order. 

Violation of this subsection is a class "0" felony. 

Sec. 10. Section 808B.3, Code 1999, is amended to read as 

follows: 

808B.3 COURT ORDER FOR INTERCEPT:ON BY SPECIAL AGENTS. 

The attorney general shall authorize and prepare any 

application for an order authorizing the interception of wireL 

eommttn±ea~ie"s-o~ oral~~l~~}ronic cow~unications. The 
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attorney general ~ay app~y to any distr:ct court of this 

state, or request that the coun"y attorney in :he district 

where application is to be ~ade deliver :he application of :he 

atto~ney gene~al, for an order author:zing the interception of 

wireL eommtt"iese±o"s-o~ oral, or electronic communications, 

and the court may grant, subject to this chapter, an order 

author:z:ng the i~terception o~ wireL eomm~"±ese±o"s-o~ ora:L 

or electronic communications by speCial state agents hav:ng 

responsibility for the investigation of the offense as to 

which application is made, when the interception may provide 

or has provided evidence of t~e eo~ission-of-feio"y-o€~enses 

±"~oi~±"~-deai±"~-±n-eo"t~oiied-sttbsta"eeST-as-defi"ed-i" 

seet±o"-!~4.!&t7-Sttbseee±o"-5. fol~owing: 

1. A felony offense involvino deaJ.:ng in controlleq 

substances, as defined in se~tion ~24.:01. 

2. A fe:ony of:ense involving money laundering, in 

violation of chapter 70_~ 

Sec. 1:. Section 8088.4, Code 1999, is amended to read as 

follows: 

8088.4 PERMISSIBLE DISCLOSURE AND USE. 

1. A special state agent who, by any means authorized by 

this chapter, has obtained knowledge of the contents of a 

wireL eomm~"±eae±o"-o~ oral, or electronic communication, or 

has obtained evidence derived from a wireL eommtt"±eat±on-o~ 

oral, or electronic communication, may disclose the contents 

to another investigative or law enforcement officer to the 

extent that the disclosure is appropriate to the prop~r 

performance of the official duties of the officer making cr 

receiving the disclosure. 

2. An investigative or law enforcement officer who, by any 

means authorized by this chapter, has obtained knowledge of 

the contents of a wireL eomm~"±eat±o"-o!' oralL-0!" elec~!.9.'?_'_~. 

communicaticn or has obtained evidence derived from a wire, 

eOl!llllti"±eab,ol'l-o~ oral.L.2.!. ele.£!!_Q!!.A.~ comrwnication may use :~e 

contents to the extent the use is appropriate to the prope! 

performance of the officer's official duties. 
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3. A person who has received, by any ~ear.s author:zed by 

this chapter, any in:orrnation conce":',::1g a w:reL eO:MIttn±'ea~±'en 

or orill, or elect!.'?nic corr_'lUnicaticr., or evide:1ce der :'ved frcrr. 

a wire~ ee~~~~ieft~+~~-o~ ora:, or e:ec~:onic cornm~nication 

intercepted in accordance with this chapter may d:sclose the 

contents of that cowmunication or derivative evidence while 

giving testimuny under oath or aff!rrration in a criminal 

proceeding :~ any court of the United States or of this state 

or in any federa! or state grand jury proceeding. 

4. An otherwise privileged wireL ee~~ttn±'ea~~en-or oralL-££ 

electrpnic com~unication intercepted in accoraance with, or in 

violation of. the provisions of this chapter does net lose its 

privileged character. 

5. If a special state agent, while engaged in intercepting 

a wireL eelM\ttn±ea~~on-ef' oral, or electronic communication in 

the manner author ized, intercepts a corr.,:" .. mication relating to 

an off9Rse other than those specified in the order of 

authorization, the conter.ts of the communication, and the 

evide~e derived from the communication, may be disclosed or 

used as provided in subsect:ons 1 and 2. The contents of and 

the evidence derived from the corrmunication may be used under 

subsection 3 when authorized by a court if the court finds on 

subsequent petition that the contents were otherwise 

intercepted in accordance with this chapter. The petition 

shal: be made as soon as practicable. 

Sec. 12. Section 8089.5, subsection 1, unnumbered 

paragraph 1, Code 1999, is amended to read as follows: 

An application for an order authorizing or approving the 

interception of a wireL eomm~n~ea~ion-o~ oral, or e~ectronic 

c~m~nication shall be made in writi:1g upon oath or 

affirmation to a court and shall sta~e the applicant's 

authority to make the application. An application shall 

include the fol~owing information: 

Sec. 13. Section 808B.5, subsection l, paragraph e, Code 

1999, is arrended to read as follows: 

•• A full and complete statement of the facts concerning 

all previous applicati'ons known to the individuals authorizing 
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and ~aking the application, ~ade to any cour: for 

a~thorization to intercept. or for approva: 0: i~terceptions 

of, w':r-e L e~ft"J'II,t2rt±ea~~e!'\s--ep oral ( or elec~r~~:'c corr:munications 

:nvo:ving any of tne same persons, ~aci~it:es or places 

specified in the appiicacion, and the action ta~en by the 

court on t~ose applications. 

Sec. 14. Section 808B.3, subsection 3, unnumbered 

paragraph 1, Code 1999, is amended to read as :oi,Ows: 

Upon application the court may enter an ex parte order, as 

requested or as modified, authorizing interception of wireL 

eo,.,m~"ietl~iona-or oral, or e:ectronic cOlT'J1',unica:ions within 

the :erritorial ~urisdiction of :he court, if the court finds 

on :he basis of the facts submitted by the app!icant all of 

the following: 

Sec. 15. Section 808B.5, subsection 3, paragraph d, Code 

1999, is aMended to read as fo:iows: 

d. There is probable cause for belief tha: the facilities 

from which, or the piace where, the wireL eO"'-"'tt~±eat~ona"o~ 

oral, or electronic communications are to be intercepted are 

being used, or are about to be used, in connec~ion with the 

commission of the cf~ense, or are leased to, listed in the 

name of, or commonly used by the person whose corr~unications 

are to be intercepted. 

Sec. 16. Section 808B.5, subsection 4, unnurbered 

paragraph 1, Code 1999, is amended to read as follows: 

Each order authorizing the interception of a wireL 

eomm~~iea~±on-of' oral, or electronic communication shall 

specify all of the fo1!owing: 

Sec. :7. Section 808B.5, subsections 5 and 5, ~ode 1999, 

are anended to read as follOWS: 

5. Each order authorizing the interception of a ~ireL 

ee!!',"'12niea~ion-o .. oralL-Q.r e!ectr?_nic communication snaIl, upon 

request of the applicant, d:'rect that a corr~unicatic:1s common 

carrier, landlord, custodian, or other person sha:: f~rnish to 

the applica~t all information, faci:ities, and tec~~ical 

assistance necessary to accomplish the interceptic~ 

inconspicuously and with a minimum of interference wi~h the 



Senate Fi:e 309. p. 7 

services that the carrier. landlord. custodian, or person is 

giving to the person whose cor.ur.unicaL.ons are to be 

intercepted. Any comnunications common carrier, landlord, 

custodian, or other person furnishing facil~ties or technical 

assistance shall be compensated by the applicant at the 

prevailing rates. 

6. An order entered under this section shall not authorize 

the interception of a wireL eommttntea~ton-o~ ora:L-2! 

electronic communication for a period longer than is necessary 

to achieve the objective of the authorized interception, or in 

any event longer than thirty days. The thirty-day period 

shall commence on the date specified in the order upon which 

the commencement of the interception is authorized or ten days 

after the order is entered, w~ichever is earlier. An 

extension of an order may be granted, but only upon 

application for an extension made in accordance with 

subsection 1 and the court making the findings required by 

subsection 3. The period of extension shall be no longer than 

the authorizing court deems necessary to achieve the purposes 

for which it was granted and in no event longer than thirty 

days. Every order and its extension shall contain a provision 

that the authorization to intercept shall be executed as soon 

as practicable, shall be conducted in such a way as to 

minimize the interception of communications not otherwise 

subject to interception under this section and sections 808B.l 

through 8088.4, 8088.6, and 808B.7, and shal: terminate upon 

attainment of the authorized objective, or in any event in 

thirty days. 

Sec. 18. Section 808B.5, subsection 8, unnumbered 

paragraph l, Code 1999, is amended to read as follOWS: 

The contents of a wireL eO~~ttn+ea~ion-o~ oralL-2£ 

~:ectr~nic communication intercepted by a neans a~thorized by 

this chapter shall, if possible, be recorded on tape or wire 

or other comparable device. The recording of the contents of 

a wire.!, eOlM\ttn!eae1:o!'\-o~ oral~lec.:'::'9I}ic;, communication 

under this subsection shall be done in a way which will 

protect the recording from edi~ing or other alterations. 
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r~~ediate:y upon the expiration of the period o~ :~e ~~der, or 

extensions of it, the recordings shall be made a~ai:ab:e :0 

the court issuing the order and shall be sealed unde~ :he 

court's directions. Custody of the recordings shal: ~e in 

accordance with the court order. Recordings 9ha~: be <ep: for 

five years and shall ~hen ~e destroyed unless ie is necessary 

to keep the recordings due to a continued legal process o~ 

court order, but the recordings shall not be kept ~cr :onger 

than ten years. Duplicate recordings may be made ~or 

disclosure or use pursuant to section 8088.4, subsec:ions 

and 2. The presence of a seal, or a satisfactory explanat"on 

for its absence, is a prerequisite for the disclos~re or use 

of the contents of a wireL eOIM\~niea~ion-or ora:, or 

electronic communication or evidence derived from a 

communication under section 808B.4, subsection 3. 

Sec. 19. Section 808B.5, subsection 9, paragraph h, 

subparagraph (3), Code 1999, is amended to read as follows: 

(3) Whether, during the period, wireL O~ oralL-£f 

electronic communications were or were not intercepeed. 

Sec. 20. Section 808B.5, subsection 10, Code 1399, is 

amended to read as follows: 

10. The contents of an intercepted wire.!, eo~~ttnieaeion-o~ 

oral, or electronic communication or evidence derived from the 

wireL eOIM\~nieation-o~ oral, or electronic communication shal: 

not be received in evidence or otherwise disclosed in a tria~, 

hearing, or other proceeding in a federal or state court 

unless each parey, not less than ten days before tne trial, 

hearing, or proceeding, has been furnished with a copy of the 

court order, and accompanying application, under wn"ch the 

interception ~as authorized. This ten-day period nay be 

waived by the court if it finds that it was not possible to 

furnish the party with the above information ten days before 

the trial, hearing, or proceeding and that the party wil~ r.~: 

be prejudiced by the delay in receiving the information. 

the ten-day period is waived by the court, the co~~~ may gr.~: 

a continuance, or enter such other order as it deems just 

under the circumstances. 

~ 
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Sec. 21. Sect:on 8093.5, subsection 11, Code :999, is 

amended to read as fo:iQws: 
1:. An aggrieved person in a trial, hearing, or proceeding 

in or before any court, department, officer, agency, 

regulatory body, or other author:ty of this state, may nove to 

suppress the contents of an intercepted wireL ee~~~nie8~ion-or 

ora~, or eiectronic co~munica~ion, or evidence derived :rom 

the wireL eommtlnie8~ien-er oral, or e:ectronic comE.unication, 

on the grounds that the communication was unlawfu:ly 

intercepted, the order of authorization under which it was 

intercepted was insuff~cient on ~ts face, or the interception 

was not made in conformity with the order of authorization. 

The motion shall be made before the trial, heari~g, or 

proceeding unless there was no opportunity to make the motion 

or the person was not aware of the grounds of the mot~on. If 

the motion is granted, the conte~ts of the intercepted wireL 

eommunie8tien-er oral, or elec~r9nic communication, or 

evidence derived from the wire co~unicat:on or oral 

cO""t1unication, shall be treated as having been obtained in 

violation of this chapter. 
Sec. 22. Section 808S.7, Code 1999, is amended to read as 

follows: 

808S.7 CONTENTS OF !NTERCEPTED WlREL eR ORAL~ 
ELEC:'RONIC COMMUNICATION AS EVIDENCE. 

The contents or any part of the contents of an intercepted 

wireL eomm~n~e8t±on-or oral, or electronic communication and 

any evidpnce derived crom the wireL eomm~n±e8~±on-or oral~ 

el~~lronic communication shal: not be received in evidence in 

a trial, hearing, or other proceed:ng in or before a court, 

grand jury, department, officer, agency, regulatory body, 

legislative committee, or other au~~ority of the ~n~ted 
States, a state, or politica'. 5ubdevision of a state if the 

disclosure of that information would be in violation of this 

chapter. 
Sec. 23. Section 808B.8, subsection 1, unnumbered 

paragraph 1, Code 1999, is amended to read as follows: 
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A person whose wireL eOMm~"~eet±en-or oral, or electronic 

communication is intercepted, disclosed, or used in violation 

of this chapter shall: 
Sec. 24. Section 808B.8, subsection 3, Code :999, is 

amended to read as fo::ows: 
3. A person whose wireL eOmM~niea~±en-er oral~ 

electronic communication is intercepted, disclosed, or used in 

violation of this chapter may seek an injunction, either 

temporary or permanent, against any person who violates this 

chapter. 
Sec. 25. NEW SECTION. 808B.I0 RESTRIC~IONS ON USE AND 

INSTALLATION OF A PEN REGISTER OR A TRAP AND TRACE DEV'CE. 

1. A person shall not install or use a pen register or a 

trap and trace device without first obtaining a court order 

pursuant to either section 808B.ll or 808B.12. However, a pen 

register or a trap and trace device may be used or installed 

without court order if any of the following apply: 

a. It relates to the operation, maintenance, and testing 

of a wire or electronic communication service or to the 

protection of the rights or property of the provider of the 

service, or to the protection of users of the service from 

abuse of the service or unlawful use of the service. 

b. If a wire or electronic communicaLion was initiated or 

completed in order to protect the provider of the wire or 

electronic communication service, another provider furnishing 

service toward the comp'.etion of the wire or e:ectronic 

communication, or a user of the service, from fraudulent, 

unlawful, or abusive use of the service. 
If consent was obtained from the user of the' electronic c. 

or wire communication service. 
2. A person who knowingly violates this section commits a 

serious misdemeanor. 

Sec. 26. NEW.-EECTION. 808B.ll APPLICATION AND ORDER ~ 

INSTALL AND USE A PEN REGISTER OR TRAP AND TRACE DEV:CE. 

1. An applicat~on fer an order or an extension of an oreer 

authorizing or approving the installation and use of a pen 

register or a trap and trace device shall be made in writing 
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upon oath or affirmation to a distric~ court. A special state 

agent may only conduct an investigation authorized under this 

section or section SOSB.l2. An application shal: incl~de the 

following information: 

a. The identity of the prosecuting at~orney, and the 

identity of the special state agent authorized to conduct the 

investigation. 

b. A certified statement by the special state agent that 

the information likely to be obtained is relevant to an 

ongoing criminal investigation of an offense listed under 

section 808B.3 or an offense that may lead to immediate death 

or serious bodily injury of a person. 

2. upon application the court may enter an ex parte order 

or an ex parte extension of an order, authorizing the 

installation and use of a pen register or trap and trace 

device within the territorial jurisdiction of the court, if 

the court finds that the special state agent has certified to 

the court that the information likely to be obtained by the 

use of a pen register or trap and trace device is relevant to 

an ongoing criminal investigation of an offense listed under 

section 808B.3 or an offense that may lead to the immediate 

death of or serious bodily injury of a person. 

3. Each order authorizing the interception of a 

communication under this section shall specify all of the 

following: 

a. The identity of the person, if known, who owns or 

leases the telephone line where the pen register or trap and 

trace device will be attached. 

b. The identity of the person, if known, who is the 

subject of the criminal investigation. 

c. The telephone number if known, and the physical 

location of the telephone line where the pen register or trap 

and trace device will be attached, and the geographic limits 

of the trap and trace device. 

d. Upon request of the applicant, direct the furnishing of 

information, facilities, and technical assistance necessary to 

acco~plish the installation of a pen register or trap and 

trace device. 
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e. ~he period of time during which the ase of the pe~ 

register or trap and trace device is a~thorized, which sr.a:l 

be no greater than sixty days. 

f. If the application is for the ex:ension of an order and 

after a judicial finding required under subsection 2, 

authorize the extension of an order. Each extension of an 

order shall not exceed sixty days. 

4. Any order granted under this section sha:l be sealed 

until otherwise ordered by the court. 

a. Any person owning or leascng the telephone :ine to 

which the pen register or trap and trace device is attac~ed, 

or who has been ordered by the court to furnish information, 

facilities, or technical assistance to the applicant, shall 

not disclose the existence of the pen register or trap and 

trace device or the existence of the investigation of the 

listed subscriber, to any person, unless or until otherwise 

ordered by the court. 

b. Notwithstanding subsection 4, a prosecuting attor~ey or 

special state agent may utillze or share any information 

obtained from the use of a pen register or trap and trace 

device with other prosecuting attorneys or law enforcement 

agencies while acting within the scope of their employment. 

c. A violation of this subsection may be punished as 

contempt of court. 

Sec. 27. NEW SECTION. 808B.11 EMERGENCY APPLICATION AND 

ORDER. 

1. Notwithstanding any other provision of this chapter, 

the issuance of an order under this section may be based upon 

sworn oral testimony corr~unicated by the di~ector of the 

division of criminal investigation, the director of the 

division of narcotics enforcement, a special state agent 

authorized by the prosecuting attorney, or the prosecuting 

attorney, via the telephone, if the judge who is asked to 

issue the order is satisfied that the circumstances make it 

reasonable to dispense with a written a:f:davit. A pen 

register or trap and trace device may on:y be installed and 

used if both of the following occur: 
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a. The court reasonably determines that an emergency 

situation exists that: invo:ves irnnediate danger of death or 

serious bodily injury to any person. 

b. A written orde~ ap?;oving the ~r.staila::on or use of a 

pen register or trap and trace device is obtained ~nder 

section 808B.ll within forty-eight hours of the issuance of an 

order under this section. 

2. In the absence of an authorizing order, under section 

BOBB.ll, an e~ergency o,der sha~l i~ediately te,~i~ate upon 

the earlier of obta~n~ent of the infor~ation sought, denial of 

the app:ication under section 808B.11, or the lapse of forty­

eight hours after the authorization of the insta:lation of the 

pen register or trap and trace device under subsection 1. 

3. An investigative or law enforceffient officer who 

knowingly uses a pen register or trap and trace device 

pursuant to this section after the effectiveness of the 

authorizing order has terminated pursuant to subsection 2 due 

to the lapse of the :orty-eight hours commits a serious 

mi sdemeanor. 

4. A provider for a wire or electronic communication 

service, land:ord, custodian, or other person who furn:shes 

facilities or techn:ca~ assistance pursuant to this section 

shall be reasonably compensated for such reasonable expenses 

incurred in providing such facilit:es and assistance. 

Sec. 28, NEW.,§EC1:lQ!:!. 808B.:3 ASSIS'rANCE IN INSTALLATION 

AND USE OF A ?S:-; R,:C;STER OR A TRAP AND ~'RACF: m:V:CE. 

1. Upon the request of the pro~ecuting attorney or the 

special state agent authorized to install and use a pen 

register under th~s chapter, and as directed by cour~ order, a 

provider of a wi re or electronic comm':nication service, 

landlord, custod:an, or ot:her person shall furnish such 

investigative or law enforcement officer forthwith with all 

information, facilities, and technical assistance necessary to 

accompliSh the insta::ation of the pen register unobtrusively 

and with a minimum of incerference with the service that the 

person so ordered by the court accords the party with respect 

to whom the installation and use is to take place. 
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2. Upon the request of the prosecuting attorney or ~he 

special state agent authorized to receive the resul~s 0: a 

trap and trace device ~~der this chapter, and as direc~ed by 

COUL~ :>rde!", a ?rcvider of a wire or e':'ec~!'o~i.c c-:lrr,rn,..r.i.ca'::'cr. 

service, landlord, custodian, or other person shall :nsta:: 

such device forthwith on the appropriate telephone line and 

shall furnish such investigative or :aw enforce~ent off:cer 

with all additional information, ~acili~ies, and technica: 

assistance including instal~ation and operat:on of the device 

unobtrusively and with a minimum of interference with the 

services that the person so ordered by che court accords the 

party with respect to whom the installation and use is to take 

place. Unless otherwise ordered by the court, the res~:ts of 

the trap and trace device shall be furnished, to the 

authorized law enforcement agency designated in the ccur~ 

order, at reasonable intervals during regular business hours 

for the duration of the order. 

3. A provider of a wire or electronic communication 

service, landlord, custodian, or other person who furn:shes 

facilities or technical assistance pursuant to this sec~ion 

shall be compensated for reasonable expenses incurred in 

providing such facilities and assistance. 

4. A cause of action shall not lie in any court against 

any provider of a wire or electronic corr.munication sec'/ice, 

its officers, employees, agents, or other specified persons 

for providing informa:ion, faci~ities, or assistance :~ 

accordance with the terms of a court order under secticn 

808B.l1 or 808B.12. 

5. A good faith reliance on a court order under sec~iQn 

808B.ll or 8083.12 is a comp:ete defense against any c:vil or 

criminal action brought under this chapter or any other 

statute. 

Sec. 29. NE'".-f SC:C_'!',I()J!. 808B.14 REPORT DIG INSTALLA::ON AND 

USE OF PEN REGISTERS AND TRAP AND TRACE DE'nCES. 

In January of each year, the attorney ge~eral and c~e 

county attorneys of this state shall report, to the s:ate 

court administrator, the nu~ber of pen register orders and 
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orders for trap and trace devices applied for and obtained by 

their offices during the preceding calendar year. 
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