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Dl VI SION |
SUBCHAPTER 1
GENERAL

Section 101. NEWSECTION. 554C 101 SHORT TITLE

Thi s chapter shall be known and nay be cited as the "Il owa
El ectroni c Conmerce Security Act".

Sec. 102. NEW SECTION. 554C. 102 PURPOSES AND
CONSTRUCTI ON.

This chapter shall be construed consistently with what is
comercially reasonabl e under the circunstances and to
effectuate all of the follow ng purposes:

1. Facilitate electronic conmunications by neans of
reliable electronic records

2. Facilitate and pronote el ectronic comerce, by
elimnating barriers resulting fromuncertainties over witing
and signature requirenents, and pronoting the devel opnment of
the | egal and business infrastructure necessary to inplenent
secure el ectronic conmerce

3. Facilitate electronic filing of docunents with state
and | ocal governnent agencies and pronote efficient delivery
of governnent services by neans of reliable electronic
records.

4, Mninmze the incidence of forged electronic records,
intentional and unintentional alteration of records, and fraud
in electronic comerce

5. Establish uniformty of rules, regulations, and
standards regardi ng the authentication and integrity of
el ectroni c records.

6. Pronote public confidence in the integrity,
reliability, and legality of electronic records and el ectronic
conmer ce.

Sec. 103. NEW SECTION. 554C. 103 VAR ATI ON BY AGREEMENT

USE OF ELECTRONI C MEANS OPTI ONAL.

1. As between parties involved in generating, sending,
receiving, storing, or otherw se processing electronic
records, the provisions of this chapter may be varied by
agreenent of the parties. However, an agreenment shall not
vary requirenents provided in section 554C. 203, subsection 2;
section 554C. 204, subsection 4; section 554C. 305, subsection
2; sections 554C. 422, 554C. 423, 554C. 424, and 554C. 442; and
section 554C. 444, subsection 2

2. This chapter shall not be construed to require a person
to create, store, transnit, accept, or otherw se use or
communi cate information, records, or signatures by electronic
means or in electronic form

SUBCHAPTER 2
ELECTRONI C RECORDS AND S| GNATURES GENERALLY

Sec. 104. NEW SECTION. 554C. 201 DEFI N TI ONS.

As used in this chapter, unless the context otherw se
requires:

1. "Conmissioner” means the conmi ssioner of insurance
appoi nted pursuant to section 505. 2.

2. "Consuner transaction" neans a transaction by an
i ndi vi dual for personal, household, or famly use.

3. "Electronic" includes electrical, digital, magnetic,
optical, electromagnetic, or any other form of technol ogy that
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entails capabilities simlar to these technol ogi es.

4. "Electronic record" nmeans a record generated,
communi cated, received, or stored by electronic neans for use
in an informati on systemor for transm ssion from one
i nformati on systemto anot her.

5. "Electronic signature” neans a signature in electronic
formattached to or logically associated with an el ectronic
record.

6. "CGovernment agency" neans any executive, |egislative,
or judicial agency, departnent, board, comm ssion, authority,
institution, or instrunentality of this state or of any
county, city, or other political subdivision of this state.

7. "Information" includes but is not limted to data,
text, images, sound, codes, conputer prograns, software, and
dat abases.

8. "Party" neans a person involved in an electronic
transacti on governed by the provisions of this chapter.

9. "Record" neans information that is inscribed, stored

or otherwise fixed on a tangible nediumor that is stored in
an electronic or other mediumand is retrievable in
perceivable form

10. "Rule of law' neans any statute, rule of or order by a
gover nnment agency, regul ation, ordi nance, conmon law rule, or
court decision enacted, adopted, established, or rendered by
t he general assenbly, governnent agency, court, political
subdi vi sion of, or other authority of, this state.

11. "Security procedure" neans a nethodol ogy or procedure
for the purpose of doing any of the follow ng:

a. Verifying that an electronic record is the record of a
speci fic person.

b. Detecting an error or alteration in the comrunication,
content, or storage of an electronic record since a specific
point in tinme. A security procedure may require the use of
al gorithms or codes, identifying words or numbers, encryption,
answer back, acknow edgnent procedures, or simlar security
devi ces.

12. "Signed" or "signature" includes any synbol executed
or adopted, or any security procedure enpl oyed or adopted,

i ncluding by use of electronic neans, by or on behalf of a
person with a present intention to authenticate a record

Definitions used in any part of this chapter shall apply in
all other parts of this chapter.

Sec. 105. NEW SECTION. 554C. 202 LEGAL RECOGN TI ON.

Informati on shall not be denied legal effect, validity, or
enforceability solely on the grounds that it is in the form of
an electronic record or an el ectronic signature.

Sec. 106. NEW SECTION. 554C. 203 ELECTRONI C RECORDS

1. Wiere arule of lawrequires information to be witten
or in witing or provides for certain consequences if it is
not, an electronic record satisfies that rule of |aw
requi renent.

2. The provisions of this section shall not apply to any
of the follow ng

a. Wen its application involves a construction of a rule
of lawthat is clearly inconsistent with the manifest intent
of the body inposing the requirenent or repugnant to the
context of the same rule of law. However, the nere
requi renent that information be in witing, witten, or
printed shall not by itself be sufficient to establish an
intent which is inconsistent with the requirement of this
section.

b. To any rule of |aw governing the creation or execution
of awll or trust, living will, a general, durable, or
heal t hcare power of attorney, or a voluntary, involuntary, or
st andby guardi anshi p or conservatorship.

c. To any record that serves as a unique and transferable
physi cal expression of rights and obligations including,



[eNerNeo)NerNerNerNeorNeo)NerNepNeorNeorleorerRerié) eI e &) N6 N6 NE NS N6 NGNS NS NG RNE IS NG NG INE IS IS RGO RNE IS G RS INE IS IS, B2 NG IS BE SN SN S SR SR A S S S S S D D s

without limtation, negotiable instrunents and ot her
instruments of title wherein possession of the instrument is
deened to confer title in a consuner transaction.

d. To any record that grants a legal or equitable interest
in real property, including a nortgage, deed of trust, pledge,
security interest, or other lien or encunbrance in a consumer
transacti on.

Sec. 107. NEW SECTION. 554C. 204 ELECTRONI C SI GNATURES

1. Wiere a rule of law requires a signature, or provides
for certain consequences if a docunent is not signed, an
el ectronic signature satisfies that requirenent.

2. An electronic signature may be proved in any nmanner,

i ncludi ng by showi ng that a procedure exists by which a person
must of necessity have executed a synbol or security procedure
for the purpose of verifying that an electronic record is the
record of that person in order to proceed further with a
transacti on.

3. Absent an agreement to the contrary, the recipient of a
signed electronic record is entitled to establish reasonabl e
requirenents to ensure that the synmbol or security procedure
adopted as an el ectronic signature by the person signing is
aut henti c.

4. The provisions of this section shall not apply to any
of the follow ng

a. Wwen its application would involve a construction of a
rule of law that is clearly inconsistent with the nanifest
intent of the body inposing the requirenment or repugnant to
the context of the same rule of |aw. However, the nere
requi renent that information be in witing, witten, or
printed shall not by itself be sufficient to establish an
intent which is inconsistent with the requirement of this
section.

b. To any rule of |aw governing the creation or execution
of awll or trust, living will, a general, durable, or
heal t hcare power of attorney, or a voluntary, involuntary, or
st andby guardi anshi p or conservatorship.

c. To any record that serves as a unique and transferable
physi cal expression of rights and obligations including, but
is not limted, to negotiable instruments and ot her
instruments of title wherein possession of the instrument is
deened to confer title in a consuner transaction.

d. To any record that grants a legal or equitable interest
in real property, including a nortgage, deed of trust, pledge,
security interest, or other lien or encunbrance in a consumer
transacti on.

Sec. 108. NEW SECTION. 554C. 205 REQUI REMENT FOR ORI G NAL
| NFORMATI ON.

1. Wiere arule of lawrequires information to be
presented or retained in its original form or provides
consequences for information not being presented or retained
inits original form that rule of lawis satisfied by an
el ectronic record if there exists reliable assurance as to the
integrity of the information fromthe tine when it was first
generated in its final form as an electronic record or
ot herw se.

2. The criteria for assessing the integrity of information
shal | be whether the information has remnai ned conpl ete and
unal tered, apart fromthe additi on of any endorsenent and any
change that arises in the normal course of comunication,
storage, and display. The standard of reliability required
shal | be assessed in the light of all relevant circunstances,
including but not linmted to the purpose for which the
i nformati on was gener at ed.

3. The provisions of this section do not apply to any
record that serves as a unique and transferable physica
expression of rights and obligations including, but not
limted to, negotiable instruments and ot her instrunments of
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title wherein possession of the instrunent is deemed to confer
title.

Sec. 109. NEW SECTION. 554C.206 ADM SSIBILITY INTO
EVI DENCE

1. In any legal proceeding, nothing in the application of
the rules of evidence shall apply so as to deny the
adm ssibility of an electronic record or electronic signature
into evidence based on any of the follow ng:

a. On the sole ground that it is an electronic record or
el ectronic signature.

b. On the grounds that it is not inits original formor
is not an original.

2. Information in the formof an electronic record shal
be given due evidential weight by the trier of fact. In
assessing the evidential weight of an electronic record or
el ectronic signature where its authenticity is in issue, the
trier of fact may consider all relevant infornmation or
circunmstances, including but not linited to the manner in
which it was generated, stored, or communi cated, the
reliability of the manner in which its integrity was
mai nt ai ned, the nmanner in which its originator was identified,
and the manner in which the electronic record was signed.

Sec. 110. NEW SECTION. 554C. 207 RETENTI ON OF ELECTRONI C
RECORDS.

1. a. Wiere arule of lawrequires that certain
docunents, records, or information be retained, that
requirenent is met by retaining electronic records of the
i nformation, provided that all of the followi ng conditions are
sati sfied:

(1) The electronic record and the information contained in
the el ectronic record nust be accessible so as to be usable
for subsequent reference at all tines when such information
nmust be retained

(2) The information nust be retained in the format in
which it was originally generated, sent, or received; or in a
format that can be denonstrated to represent accurately the
information originally generated, sent, or received.

(3) Data is retained which enables the identification of
the origin and destination of the information, the
authenticity and integrity of the information, and the date
and tinme when it was generated, sent, or received.

b. An obligation to retain docunents, records, or
information in accordance with this subsection does not extend
to any data the sole purpose of which is to enable the record
to be sent or received

2. Nothing in this section shall preclude any federal or
governnent agency from specifying additional requirenents for
the retention of records that are subject to the jurisdiction
of such agency.

SUBCHAPTER 3
SECURE ELECTRONI C RECORDS AND S| GNATURES

Sec. 111. NEW SECTION. 554C. 301 SECURE ELECTRONI C
RECORD.

1. Subject to the provisions of section 554C 303, if, by
the application of a qualified security procedure, it can be
verified that an el ectronic record has not been altered since
a specified point in tinme, such electronic record shall be
considered to be a secure electronic record from such
specified point in tine to the time of verification.

2. For purposes of this subchapter, a qualified security
procedure is a security procedure to detect changes in content
that is any of the follow ng:

a. Authorized by, and inplenented in accordance with the
requirenments of, this chapter.

b. Previously agreed to by the parties, and inplenented in
accordance with the ternms of such agreenent.

c. Certified by the comm ssioner as providing reliable
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evi dence that an electronic record has not been altered, and
i mpl enented in a manner specified by the certification.

Sec. 112. NEW SECTION. 554C. 302 SECURE ELECTRONI C
S| GNATURE

1. Subject to the provisions of section 554C 303, if, by
the application of a qualified security procedure, it can be
authenticated that an electronic signature is the signature of
a specific person, the electronic signature shall be
considered to be a secure electronic signature at the tine of
verification

2. A qualified security procedure for purposes of this
section is a security procedure for identifying a party that
is any of the follow ng:

a. Authorized by, and inplenmented in accordance with the
requirements of, this chapter.

b. Previously agreed to by the parties to an agreenent,
and i npl enented in accordance with the terms of the agreenent.

c. Certified by the comr ssioner as being capabl e of
creating an electronic signature that neets all of the
foll owi ng conditions:

(1) 1Is unique to the signer within the context in which it
i s used.

(2) Can be used to promptly, objectively, and
automatically identify the person signing the electronic
record

(3) Was reliably created by such identified person

(4) Is linked to the electronic record to which it relates
in a manner which ensures that if the record or signature is
changed the electronic signature is invalidated, provided that
the security procedure is inplenented in a manner required by
the certification

Sec. 113. NEW SECTION. 554C. 303 COWVERCI ALLY REASONABLE

RELI ANCE.

1. An electronic record or electronic signature that
qualifies for secure status pursuant to section 554C. 301
554C. 302, 554C. 412, or 554C 413 shall not be considered secure
unl ess the proponent establishes all of the follow ng:

a. Use of the applicable security procedure was
comrerci al ly reasonabl e.

b. The security procedure was inplemented in a trustworthy
manner or, where applicable, in a manner specified by this
chapter or the comm ssioner, to the extent such information is
wi thin the know edge of the proponent.

c. Reliance on the security procedure was reasonabl e and
in good faith in light of all the circunstances known to the
proponent at the tine of the reliance, having due regard for
all of the follow ng:

(1) Information that the proponent knew or had notice of
at the tine of reliance, including all facts, statenents, and
limtations contained in any statenment by any third party
invol ved in the authentication process.

(2) The value or inportance of the electronic record
signed with the secure electronic signature, if known.

(3) Any course of dealing between the proponent and the
purported sender and the available indicia of reliability or
unreliability apart fromthe secure el ectronic signature.

(4) Any usage of trade, particularly trade conducted by
trustworthy systens or other conputer-based nmeans.

(5) Wether the authentication was performed with the
assi stance of an independent third party.

(6) Any other evidence relating to facts of which the
proponent was aware that woul d suggest that reliance was or
was not reasonable.

2. The commerci al reasonabl eness of a security procedure
is to be deternmined by the trier of fact in Iight of the
pur poses of the procedure and the comercial circunstances at
the tine the procedure was used, including but not limted to



the nature of the transaction, sophistication of the parti es,
vol ume of similar transactions engaged in by either or both of
the parties, availability of alternatives offered to but
rejected by either of the parties, cost of alternative
procedures, and procedures in general use for simlar types of
transactions.

Sec. 114. NEW SECTION. 554C. 304 PRESUVPTI ONS

1. Inresolving a civil dispute involving a secure
el ectronic record, it shall be rebuttably presuned that the
el ectronic record has not been altered since the specific
point in tinme to which the secure status rel ates.

2. In resolving a civil dispute involving a secure
el ectronic signature, all of the follow ng shall be rebuttably
pr esuned:

a. The secure electronic signature is the signature of the
person to whomit correl ates.

b. The secure electronic signature was affixed by that
person with the intention of signing the electronic record.

3. The effect of the presunptions provided in this section
is to place on the party challenging the integrity of a secure
el ectronic record or challenging the genui neness of a secure
el ectronic signature both the burden of going forward with
evidence to rebut the presunption and the burden of persuadi ng
the trier of fact that the falsity of the presunmed fact is
nmore probable than the truth of its existence.

4. In the absence of a secure electronic record or a
secure electronic signature, nothing in this chapter shal
change existing rules regarding |legal or evidentiary rules
regardi ng the burden of proving the authenticity and integrity
of an electronic record or an el ectronic signature.

Sec. 115. NEW SECTION. 554C. 305 ATTRI BUTI ON OF SI GNATURE
TO A PARTY.

1. Except as provided by another applicable rule of I|aw,
and subject to the provisions of section 554C. 304, a secure
el ectronic signature is attributable to the person to whomit
correl ates, whether or not authorized, if all of the follow ng
apply to the electronic signature:

a. The signature resulted fromacts of a person who
obt ai ned the access nunbers, codes, conputer prograns, or
other information necessary to create the signature froma
source under the control of the alleged signer, creating the
appearance that it cane fromthe person to whomit correl ates.

b. The access occurred under circunstances constituting a
failure to exercise reasonable care by the person to whomit
correl ates.

c. The recipient reasonably relied to the recipient's
detriment on the apparent source of the el ectronic record,
taking into account the factors provided in section 554C. 303.

2. The provisions of this section shall not apply to
consumer transactions, including but not limted to credit
card and automatic teller machi nes, except to the extent
al | owed by applicabl e consuner |aw.

Sec. 116. NEW SECTION. 554C. 306 CERTIFI CATI ON BY THE
COWM SSI ONER

1. A security procedure nmay be certified by the
commi ssi oner as neeting the requirenents of section 554C. 301
or 554C. 302, followi ng an appropriate investigation or review,
if all of the foll ow ng apply:

a. The technology utilized by the security procedure is
compl etely open and fully disclosed to the public in order to
facilitate a conprehensive evaluation of its suitability for
its intended purpose.

b. The certification is in accordance with the rules
adopted by the commi ssioner pursuant to chapter 17A

c. The certification specifies at least all of the
fol | owi ng:

(1) A full and conplete identification of the security



procedure.

(2) A specification of one or nore acceptable trustworthy
nmet hods by which the security procedure nmay be inpl enented
consistent with the certification

(3) Atermfor the certification which shall not exceed
five years.

2. At the end of the termfor each certified security
procedure, or earlier as deternined by the comm ssioner, the
security procedure may be reevaluated in Iight of then-current
technol ogy and recertified or decertified as appropriate.

SUBCHAPTER 4
Dl G TAL Sl GNATURES
PART 1
DEFI NI TI ONS

Sec. 117. NEW SECTION. 554C. 401 DEFI N TI ONS.

As used in this subchapter, unless the context otherw se
requires:

1. "Asymmretric cryptosystem neans a computer-based system
capabl e of generating and using a key pair, consisting of a
private key for creating a digital signature, and a public key
to verify the digital signature.

2. "Certificate" means a record that at a m ni mum provides
all of the follow ng:
a. ldentifies the certification authority issuing the

certificate.

b. Nanes or otherwise identifies its subscriber.

c. Contains a public key that corresponds to a private key
under the control of the subscriber.

d. ldentifies its operational period.

e. Is digitally signed by the certification authority
i ssuing the certification

3. "Certification authority" means a person who authori zes
and causes the issuance of a certificate.
4. "Certification practice statement” means a statement

publ i shed by a certification authority or person operating a
repository that specifies the policies or practices that the
certification authority enploys in issuing, suspending, and
revoking certificates, and providing access to a certificate.

5. "Correspond" neans to belong to the sanme key pair.

6. "Digital signature" means a type of an electronic
signature consisting of a transformation of an electronic
record using a nmessage digest function that is encrypted with
an asymetric cryptosystemusing the signer's private key in a
manner providing that any person having the initial
untransforned el ectronic record, the encrypted transfornation,
and the signer's public key may accurately determ ne all of
the foll ow ng:

a. Wiether the transformati on was created using the
private key that corresponds to the signer's public key.

b. Whether the initial electronic record has been altered
since the transformation was nade. A digital signature is a
security procedure

7. "Key pair" means, in an asymetric cryptosystem two
mat hematically rel ated keys, having the properties that
provide all of the foll ow ng:

a. One key can encrypt a nessage which only the other key
can decrypt.

b. Even knowi ng one key, it is conputationally infeasible
to di scover the other key.

8. "Message digest function" means an al gorithmthat maps
or translates the sequence of bits conprising an electronic
record into another, generally smaller, set of bits, referred
to as the message digest, without requiring the use of any
secret information such as a key, in a manner which provides
all of the follow ng:

a. Arecord yields the sane nessage digest every time the
algorithmis executed using such record as input.



b. It is computationally infeasible that any two
el ectronic records can be found or deliberately generated that
woul d produce the sane nessage di gest using the algorithm
unl ess the two records are identical.

9. "Operational period of a certificate" means a period
begi nning and endi ng as foll ows:

a. The period begins on the date and at the tinme the
certificate is issued by a certification authority or on a
|ater date and at a tinme certain if stated in the certificate.

b. The period ends on the date and at the tine the
certificate expires as noted in the certificate or on an
earlier date if the certificate is revoked or suspended in
accordance with this chapter.

10. "Private key" neans the key of a key pair used to
create a digital signature.

11. "Public key" neans the key of a key pair used to
verify a digital signature

12. "Repository" means a systemfor storing and retrieving
certificates or other information relevant to certificates.
13. "Revoke a certificate" neans to permanently end the

operational period of a certificate froma specified tine
f orwar d.

14. "Subscriber" means a person to whomall of the
foll owi ng applies:

a. The person is the subject named or otherwi se identified
in acertificate issued to the person.

b. The person controls a private key that corresponds to
the public key listed in that certificate.

c. The digitally signed nessages verified by reference to
the certificate are to be attributed to the person.

15. "Suspend a certificate" nmeans to tenporarily suspend
the operational period of a certificate for a specified tine
period or froma specified tinme forward.

16. "Trustworthy systenm means a system of conputer
hardware, software, and procedures that satisfies all of the
fol | owi ng:

a. |s reasonably secure fromintrusion and m suse

b. Provides a reasonable level of availability,
reliability, and correct operation.

c. Is reasonably suited to perform ng the systenis
i nt ended functi ons.

d. Adheres to generally accepted security procedures.

e. Meets or exceeds the requirenents of rules adopted by
t he conmi ssi oner.

17. "Valid certificate" nmeans a certificate that neets the
foll owi ng conditions:

a. The certificate has been issued by a certification
authority.

b. The subscriber listed in the certificate has accepted
the certificate in accordance with this chapter.

18. "Verify a digital signature" nmeans to use the public
key listed in a certificate, together with an appropriate
message di gest function and public key algorithm to evaluate
a digitally signed electronic record in order to determ ne al
of the follow ng

a. That the digital signature was created using the
private key corresponding to the public key listed in the
certificate.

b. The electronic record has not been altered since its
digital signature was created

PART 2
EFFECT OF A DI G TAL SI GNATURE

Sec. 118. NEW SECTION. 554C. 411 SECURE ELECTRONI C
RECORD.

Subj ect to the provisions of section 554C. 303, an
el ectronic record or any portion thereof that is signed with a
digital signature shall be considered to be a secure
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electronic record if the digital signature was created during
the operational period of a valid certificate and is verified
by reference to the public key listed in such certificate.

Sec. 119. NEW SECTION. 554C. 412 SECURE ELECTRONI C
S| GNATURE

Subj ect to the provisions of section 554C. 303, when all or
any portion of an electronic record is signed with a digita
signature, the digital signature shall be considered a secure
el ectronic signature with respect to all or that portion of
the record, if all of the follow ng apply:

1. The digital signhature was created during the
operational period of a valid certificate, was used within any
limts specified or incorporated by reference in the
certificate, and can be verified by reference to the public
key listed in the certificate.

2. The certificate shall be considered trustworthy, if one
of the following is determined by the trier of fact:

a. The certificate was issued by a certification authority
in accordance with standards, procedures, and ot her
requi renents specified by rule of the comm ssioner.

b. Atrier of fact independently finds one of the
fol | owi ng:

(1) That the certificate was issued in a trustworthy
manner by a certification authority that properly
aut henticated the subscriber and the subscriber's public key.

(2) The material information set forth in the certificate
is true.

3. The process and systens utilized to create and verify a
digital signature are considered trustworthy because one of
the foll owi ng applies:

a. They conply with standards, procedures, and other
requi renents specified by the comm ssioner.

b. Atrier of fact independently finds that they are
trustworthy.

Sec. 120 NEW SECTION. 554C. 413 COWM SSI ONER AUTHORI TY TO
ADOPT RULES.

1. The commissioner may adopt rules applicable to the
public or private sector which define when a certificate and a
digital signature is considered sufficiently trustworthy in
order to ensure that a digital signature verified by reference
to the certificate will qualify as a secure electronic
signature. The rules may include but are not limted to any
of the follow ng

a. Establishing or adopting standards applicable to
certification authorities or certificates. Conpliance with
the standards may be neasured by obtaining a voluntary
certification fromthe conm ssioner or becom ng accredited by
one or nore independent accrediting entities recognized by the
conmi ssi oner .

b. Establishing or adopting standards applicable to the
digital signature creation or verification process.

2. In adopting rules as provided in this section, the
conmi ssioner shall consult with the office of the attorney
general and representatives of the division of information
technol ogy services of the departnent of general services.

The conmi ssioner shall adopt rules that will provide maxi mum
flexibility in the inplenentation of digital signature
technol ogy and t he busi ness nodel s necessary to support it,
establish a clear basis for the recognition of certificates
i ssued by foreign certification authorities, and, to the
extent reasonably possible, maxinize the opportunities for
uniformty with the laws of other jurisdictions, both within
the United States and internationally.
PART 3

DUTI ES GENERALLY

Sec. 121. NEW SECTION. 554C. 421 RELI ANCE ON
CERTI FI CATES.



A person relying on a digital signature nmay also rely on a
valid certificate containing the public key by which the
digital signature can be verifi ed.

Sec. 122. NEW SECTION. 554C. 422 RESTRICTI ONS ON
PUBLI CATI ON OF CERTI FI CATE

A person shall not publish a certificate, or otherw se make
it available to anyone known by that person to be in a
position to rely on the certificate or on a digital signature
that is verifiable with reference to the public key listed in
the certificate, if that person knows that any of the
foll owi ng apply:

1. The certification authority listed in the certificate
has not issued the certificate.

2. The subscriber listed in the certificate has not
accepted the certificate

3. The certificate has been revoked or suspended, unless
the publication is for the purpose of verifying a digital
signature created prior to such suspension or revocation.

Sec. 123. NEW SECTION. 554C. 423 FRAUDULENT PURPCSE

A person shall not knowi ngly create, publish, alter, or
ot herwi se use a certificate for a fraudul ent or other unlaw ul
purpose. A person convicted of violating this section is
guilty of a serious m sdeneanor. A person convicted of a
second or subsequent violation is guilty of a class "D
fel ony.

Sec. 124. NEW SECTION. 554C. 424 FALSE OR UNAUTHORI ZED
REQUEST.

A person shall not know ngly m srepresent the person's
identity or authorization in requesting or accepting a
certificate or in requesting suspension or revocation of a
certificate. A person convicted of violating this section is
guilty of a serious m sdeneanor. A person convicted of a
second or subsequent violation is guilty of a class "D"
fel ony.

PART 4
DUTI ES OF CERTI FI CATI ON AUTHORI TI ES AND REPCSI TORI ES

Sec. 125. NEW SECTION. 554C. 431 TRUSTWORTHY SYSTEM

A certification authority and a person naintaining a
repository shall utilize a trustworthy systemin performng
their services

Sec. 126. NEW SECTION. 554C. 432 DI SCLOSURE

1. For each certificate it issues, a certification
authority must publish to relying parties all of the

fol | owi ng:

a. Its certification practice statenent, if the authority
has one.

b. Its certification authority certificate that identifies

the certification authority as a self-certifying subscriber
and that contains the public key corresponding to the private
key used by that certification authority to digitally sign the
certificate.

c. Notice of a revocation or suspension of its
certification authority certificate, and any other fact
material relating to either the reliability of a certificate
that it has issued or its ability to performits services.

2. In the event of an occurrence that materially and
adversely affects a certification authority's trustworthy
systemor its certification authority certificate, the
certification authority nust do all of the foll ow ng:

a. Use reasonable efforts to notify persons who are known
to be or foreseeably will be affected by that occurrence.

b. Act in accordance with procedures governing this type
of occurrence specified in its certification practice
st at ement .

3. If acertification authority certifies itself as a
certification authority, it shall disclose to all relying
parties that it is self-certified. The certification



authority shall publish a copy of its own certification
authority certificate that is verifiable by reference to a
public key listed in a certificate issued by the certification
authority.

Sec. 127. NEW SECTION. 554C. 433 |SSUANCE OF A
CERTI FI CATE.

A certification authority nmay issue a certificate to a
prospective subscriber for the purpose of verifying digital
signatures only after the certification authority does all of
the foll ow ng:

1. Receives a request for the issuance fromthe
prospective subscri ber

2. Does either of the follow ng:

a. Conplies with all of the practices and procedures set
forth in its applicable certification practice statenent,

i ncludi ng procedures regarding identification of the
perspective subscri ber

b. In the absence of a certification practice statenent,
confirms one of the follow ng:

(1) The prospective subscriber is the person to be |isted
in the certificate to be issued

(2) The information in the certificate to be issued is
accurate.

(3) The prospective subscriber rightfully holds a private
key capable of creating a digital signature, and the public
key to be listed in the certificate can be used to verify a
digital signature affixed by such private key.

Sec. 128. NEW SECTION. 554C. 434 REPRESENTATI ONS UPON
| SSUANCE OF CERTI FI CATE.

By issuing a certificate, a certification authority
represents to any person who reasonably relies on the
certificate or a digital signature verifiable by the public
key listed in the certificate, that the certification
authority has issued the certificate in accordance with any
applicable certification practice statenent stated or
i ncorporated by reference in the certificate, or of which the
relying person has notice, and the requirenments and
representations inmposed by the |aw under which it was issued.
In the absence of a certification practice statenent or |aw,
the certification authority represents that as of the tine the
certificate is issued it has confirmed all of the follow ng

1. The certification authority has conplied with al
appl i cabl e requirenents of this chapter in issuing the
certificate, and if the certification authority has published
the certificate or otherwise made it available to a relying
person, that the subscriber identified in the certificate has
accepted it.

2. The subscriber identified in the certificate,
rightfully holds the private key corresponding to the public
key listed in the certificate.

3. The subscriber's public key and private key constitute
a functioning key pair

4. Al information in the certificate is accurate as of
the date it was issued, unless the certification authority has
stated in the certificate or incorporated by reference in the
certificate a statement that the accuracy of specified
information is not confirmed.

5. To the know edge of the certification authority, there
are no known material facts omitted fromthe certificate which
woul d, if known, adversely affect the reliability of the
representations required to be provided by the certification
authority under this section.

Sec. 129. NEW SECTION. 554C. 435 SUSPENSION OF A
CERTI FI CATE.

The certification authority that issues a certificate, and
any person naintaining a repository where the certificate is
publ i shed, shall suspend the certificate pursuant to any of



the foll ow ng:
1. The receipt of an order issued by a court of conpetent
jurisdiction.

2. In accordance with the policies and procedures
governi ng suspension specified in its certification practice
statement. In the absence of policies and procedures

governi ng suspension, the certificate shall be suspended as
soon as possible after receiving a request by a person whom
the certification authority or person naintaining a repository
reasonably believes to be any of the follow ng:

a. The subscriber listed in the certificate.

b. A person duly authorized to act for that subscriber.

c. A person acting on behalf of that subscriber, who is
unavai | abl e.

Sec. 130. NEW SECTION. 554C. 436 REVOCATION OF A
CERTI FI CATE.

The certification authority that issues a certificate, and
any person naintaining a repository where the certificate is
publ i shed, shall revoke the certificate pursuant to any of the
fol | owi ng:

1. Upon receipt of an order issued by a court of conpetent
jurisdiction.

2. In accordance with the policies and procedures
governing revocation specified in its certification practice
statement. In the absence of policies and procedures

governi ng revocation, the certificate shall be revoked as soon
as possible after one of the foll ow ng occurs:

a. Receipt of a request for revocation by the subscriber
naned in the certificate, if the certification authority or
repository confirnms that the person requesting the revocation
is the subscriber or is an agent of the subscriber with
authority to request the revocation.

b. Receipt of a certified copy of an individua
subscriber's death certificate, or upon confirmation by other
reliable evidence that the subscriber is dead.

c. Presentation of docunments effecting a dissolution of a
cor porate subscriber, or upon confirmati on by other evidence
that the subscriber has been dissolved or has ceased to exist.

d. Confirmation by the certification authority that one of
the foll owing applies:

(1) A material fact represented in the certificate is
fal se.

(2) A mterial prerequisite to issuance of the certificate
was not satisfied.

(3) The certification authority's private key or
trustworthy systemwas conpronmised in a nanner materially
affecting the certificate's reliability.

(4) The subscriber's private key or trustworthy system was
conpr om sed

Upon effecting a revocation, the certification authority
shal | pronptly notify the subscriber listed in the revoked
certificate of the revocation.

Sec. 131. NEW SECTION. 554C. 437 NOTI CE OF SUSPENSI ON OR
REVCCATI ON

Upon suspendi ng or revoking a certificate, a person
mai ntai ning a repository where the certificate is published
shall do all of the follow ng

1. Pronptly publish notice of the suspension or revocation
if the certificate was published.

2. Disclose the fact of suspension or revocation on
inquiry by a relying party.

PART 5
DUTI ES OF SUBSCRI BERS

Sec. 132. NEW SECTION. 554C. 441 GENERATI NG THE KEY PAIR

If the subscriber generates the key pair whose public key
isto belisted in a certificate issued by a certification
authority and accepted by the subscriber, the subscriber nust



generate that key pair and nmaintain and store the private key
using a trustworthy system

Sec. 133. NEW SECTION. 554C. 442 OBTAI NI NG A CERTI FI CATE.

Al material representations nmade by the subscriber to a
certification authority for purposes of obtaining a
certificate nust be accurate and conpl ete.

Sec. 134. NEW SECTION. 554C. 443 ACCEPTANCE OF A
CERTI FI CATE.

1. A person accepts a certificate that nanmes a person as a
subscri ber by publishing it to one or nore persons, depositing
the certificate in a repository, or denonstrating approval of
the certificate, while knowing or having notice of its
contents.

2. By accepting a certificate, the subscriber listed in
the certificate represents to all who reasonably rely on the
information contained in the certificate that all of the
foll owi ng apply:

a. The subscriber rightfully holds the private key
corresponding to the public key listed in the certificate.

b. Al representations nade by the subscriber to the
certification authority and material to the information listed
in the certificate are true

c. Al information in the certificate that is within the
know edge of the subscriber is true.

Sec. 135. NEW SECTION. 554C. 444 CONTROL OF THE PRI VATE
KEY.

1. Except as otherw se provided by another applicable rule
of law, by accepting a certificate issued by a certification
authority the subscriber identified in the certificate assunes
a duty to persons who reasonably rely on the certificate to
exerci se reasonable care to retain control of the private key
corresponding to the public key listed in the certificate and
to prevent its disclosure to a person not authorized to create
the subscriber's digital signature. The requirenents of this
subsection shall continue during the operational period of the
certificate.

2. The provisions of this section do not apply to consumer
transactions.

Sec. 136. NEW SECTION. 554C. 445 | N TI ATI NG SUSPENSI ON OR
REVCCATI ON

Except as ot herw se provided by another applicable rule of
law, if the private key corresponding to the public key listed
in acertificate is conprom sed during the operational period
of the certificate, a subscriber who has accepted the
certificate shall do one of the foll ow ng:

1. Request the issuing certification authority, and al
i ndependent repositories in which the subscriber has
aut horized the certificate to be published, to suspend or
revoke the certificate.

2. Provide reasonable notice to all relying parties that
the public key listed in the certificate was conprom sed
during the operational period of the certificate.

PART 6
GOVERNMENT AGENCY USE OF ELECTRONI C RECORDS AND Sl GNATURES

Sec. 137. NEW SECTION. 554C. 451 GOVERNMENT ACGENCY USE OF
ELECTRONI C RECORDS

1. Each government agency shall deternmine if, and the
extent to which, it will send and receive electronic records
and el ectronic signatures to and from ot her persons.

2. In any case where a governnent agency decides to send
or receive electronic records, or to accept docunent filings
by el ectronic records, the governnent agency may, by rule,
gi ving due consideration to security, specify any of the
fol |l owi ng:

a. The manner and format in which electronic records nust
be sent, received, and stored, including interoperability
requirements.



b. If electronic records nmust be signed, the type of
el ectronic signature required including, if applicable, a
requi renent that the sender use a digital signature or other
secure el ectronic signature, the manner and format in which
the el ectronic signature nust be affixed to the electronic
record, and the identity of or criteria that nust be met by a
certification authority used by the person filing the
docunent .

c. Control processes and procedures which are appropriate
to ensure adequate integrity, security, confidentiality, and
auditability of electronic records.

d. Any other required attributes for electronic records
that are currently specified for correspondi ng paper
docunents, or reasonably necessary under the circunstances.

3. Al rules adopted by a government agency shall be
consistent with the rul es adopted by the conm ssioner.

Sec. 138. NEW SECTION. 554C. 452 COW SSI ONER TO ADOPT
STATE STANDARDS

1. The conmissioner, in consultation with the office of
the attorney general and the division of information
technol ogy services of the departnent of general services,
shal | adopt rules setting forth standards, procedures, and
policies for the use of electronic records and el ectronic
signatures by governnment agencies. Were appropriate, the
rul es shall specify different |evels of standards from which
i mpl enenti ng governnent agenci es can sel ect the standard nost
appropriate for a particular application.

2. The conmi ssioner shall specify appropriate procedura
and technical security requirenments to be inplenmented and
foll owed by government agencies for all of the follow ng:

a. The generation, use, and storage of key pairs.

b. The issuance, acceptance, use, suspension, and
revocation of certificates.

c. The use of digital signatures.

3. Each governnent agency shall have the authority to
i ssue, or contract for the issuance of, certificates to all of
the foll ow ng:

a. |Its enployees and agents.

b. Persons conducting business or other transactions with
the government agency. The governnent agency may take ot her
actions consistent with this authority, including the
establi shnent of repositories and the suspension or revocation
of issued certificates, provided that actions by the
governnent agency are conducted in accordance with all rules,
procedures, and policies specified by the conmm ssioner. The
commi ssi oner may adopt rules, procedures, and policies under
whi ch government agencies may issue or contract for the
i ssuance of certificates, or restrict or prohibit their
i ssuance.

4. The conmi ssioner may specify appropriate standards and
requi renents that nust be satisfied by a certification
authority before any of the follow ng occur:

a. The services of a certification authority are used by a
government agency for the issuance, publication, suspension,
or revocation of certificates to the governnent agency,
including its enpl oyees or agents, for official use only.

b. The certificates that the certification authority
i ssues are accepted for purposes of verifying digitally signed
el ectronic records sent to any governnent agency by any
person

Sec. 139. NEW SECTION. 554C. 453 | NTEROPERABI LI TY.

To the extent reasonabl e under the circunstances, rules
adopted by the comm ssioner or a government agency relating to
the use of electronic records or electronic signatures shal
be drafted in a nanner designed to encourage and pronote
consi stency and interoperability with sinmlar requirenments
adopt ed by governnment agencies of other states and the federa



gover nnent .
DI VI SI ON |
CONFORM NG PROVI SI ONS
Sec. 201. Section 22.7, Code Supplenment 1997, is anended
by adding the foll owi ng new subsection

NEW SUBSECTI ON. 38. a. Records containing information
that would disclose, or might lead to the disclosure of,
private keys as provided in section 554C

b. Records which if disclosed might jeopardize the
security of an issued certificate or a certificate to be
i ssued pursuant to chapter 554C.

Sec. 202. COW SSI ONER REQUI RED TO ADOPT RULES. The
commi ssi oner of insurance shall adopt rules as required by
this Act not later than July 1, 1999.

EXPLANATI ON

This bill relates to el ectronic comerce security.

The bill creates a new Code chapter relating to electronic
commerce referred to as new Code chapter 554C

New Code section 554C. 101 provides the short title for the
chapter, referred to as the "lowa El ectronic Conmerce Security
Act".

New Code section 554C. 102 provides for the purposes and
construction of the chapter. The bill provides that the
chapter nust be construed consistently with what is
comrerci al ly reasonabl e under the circunstances to effectuate
el ectroni ¢ communi cati ons by neans of reliable electronic
records; facilitate and pronote el ectronic comrerce by
elimnating certain present barriers; facilitate the
electronic filing of docunents with state and | ocal governnent
agenci es; minimzing the incidence of forged el ectronic
records; establishing uniformty of regul ations and standards;
pronoting public confidence in the integrity, reliability, and
legality of electronic records and el ectroni c comerce.

New Code section 554C. 103 provi des for variation by
agreenent between parties involved in generating, sending,

recei ving, storing, or otherw se processing electronic
records. The bill provides certain exceptions. It also
provides that the bill is not to be construed to require a

person to engage in el ectronic conmerce

New Code section 554C. 201 provides for definitions as used
in the chapter, including the definitions for electronic
record and el ectronic signature. An "electronic record" is
defined to nmeans a record generated, comunicated, received
or stored by electronic neans. An "el ectronic signature”
nmeans a signature in electronic formattached to or logically
associ ated with an el ectronic record.

New Code section 554C. 202 provides that information cannot
be denied | egal effect solely on the grounds that it is in the
formof an electronic record or an el ectronic signature.

New Code section 554C. 203 provides that where a rule of |aw
requires information to be witten, or in witing, an
el ectronic record satisfies that rule of law This
requi renent does not apply to the construction of a rule of
I aw that would be inconsistent with its purpose.

New Code section 554C. 204 provides that where a rule of |aw
requires a signature, an electronic signature satisfies that
rule of law. This requirenment does not apply to defeat an
expressed purpose of a rule of law, the creation or execution
of a wll or trust, living will, general, durable, or
heal t hcare power of attorney, a voluntary, involuntary, or
st andby guardi anshi p or conservatorship; any record that
serves as a uni que and transferabl e physical expression of
rights and obligations in consuner transactions; or any record
that grants a legal or equitable interest in real property in
consumer transactions

New Code section 554C. 205 provides that where a rule of |aw
requires information to be presented or retained inits
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original formthat rule of lawis satisfied by an electronic
record if there exists reliable assurance as to the integrity
of the information.

New Code section 554C. 206 provides that in any | ega
proceedi ng, nothing in the application of the rules of
evi dence shall apply to deny the admissibility of an
el ectronic record or electronic signature into evidence based
on the sole ground that it is an electronic record or
el ectronic signature or it is not inits original formwth
sonme exceptions. The section provides that information in the
formof an electronic record must be given due evidentia
wei ght by the trier of fact.

New Code section 554C. 207 provides that where a rule of |aw
requires that certain docurments, records, or information be
retained that requirenent is nmet by retaining electronic
records of the infornmation.

New Code section 554C. 301 provides for securing electronic
records by utilizing a qualified security procedure which
detects changes in the information's content.

New Code section 554C. 302 provides for secure electronic
signatures. |t provides that an electronic signature shall be
considered to be a secure electronic signature if executed
utilizing a qualified security procedure.

New Code section 554C. 303 provi des additional requirenments
for secure status information. It provides requirements for
proving that an electronic record or electronic signature
qualifies for secure status, including providing for specia
procedures. The bill provides that the security procedure
must be comercially reasonable, as determined by the trier of
fact.

New Code section 554C. 304 provides for a rebuttable
presunption when resolving a civil dispute involving a secure
electronic record. The bill provides for a rebuttable
presunption relating to alterations of an el ectronic record
and the legitimacy of an electronic signature. The effect of
the presunption is to place on the party chall enging the
integrity of a secure electronic record or challenging the
genui neness of a secure electronic signature both the burden
of going forward with evidence to rebut the presunption and
the burden of persuading the trier of fact that the falsity of
the presuned fact is nore probable than the truth of its
exi st ence.

New Code section 554C. 305 provides that a secure electronic
signature is attributable to the person to whomit correl ates.
The attribution may apply whether or not authorized, when the
access occurred under circunstances constituting a failure to
exerci se reasonabl e care and the recipient reasonably relied
to the recipient's detrinent on the apparent source of the
el ectronic record. Consuner transactions are excluded from
this provision

New Code section 554C. 306 provides that a security
procedure may be certified by the comm ssioner of insurance if
the technology utilized by the security procedure is
compl etely open and fully disclosed to the public, the
certification is in accordance with the rules adopted by the
conmi ssioner, and the certification conplies with requirenents
relating to its trustworthiness.

New Code section 554C. 401 provi des a nunber of specia
definitions which apply to digital signatures.

New Code section 554C. 411 provi des that an el ectronic
record that is signed with a digital signature is considered
to be a secure electronic record if the digital signature was
created during the operational period of a valid certificate
i ssued by the conm ssioner.

New Code section 554C. 412 provides that when an el ectronic
record is signed with a digital signature, the digita
signature is considered a secure electronic signature if it



nmeets certain requirenents. It nust have been created during
the period when a valid certificate was issued by a
certification authority in accordance with standards,
procedures, and other requirenments specified by rule of the
conmi ssi oner of insurance, or found to be trustworthy by the
findings of a trier of fact.

New Code section 554C. 413 provi des that the conmm ssioner of
i nsurance may adopt rules applicable to the public or private
sector which define when a certificate and a digital signature
are considered sufficiently trustworthy.

New Code section 554C. 421 provides that a person relying on
a digital signature may also rely on a valid certificate
containing a public key by which the digital signature can be
verifi ed.

New Code section 554C. 422 prohibits a person from
publ i shing or maki ng available a certificate if that person
knows that the certification authority listed in the
certificate has not issued the certificate, the subscriber
listed in the certificate has not accepted the certificate, or
the certificate has been revoked or suspended.

New Code section 554C. 423 prohibits a person from know ngly
creating, publishing, altering, or otherw se using a
certificate for a fraudul ent or other unlawful purpose. A
person convicted of violating this section is guilty of a
serious m sdemeanor. A person convicted of a second or
subsequent violation is guilty of a class "D' fel ony.

New Code section 554C. 424 prohibits a person from know ngly
m srepresenting the person's identity or authorization in
requesting or accepting a certificate or in requesting
suspension or revocation of a certificate. A person convicted
of violating this section is guilty of a serious nisdeneanor.
A person convicted of a second or subsequent violation is
guilty of a class "D' felony.

New Code section 554C. 431 provi des that a person designated
as a certification authority and a person nmintaining a
repository must utilize a trustworthy systemin performng
their services

New Code section 554C. 432 provides for disclose to parties
relying upon a certification, a certification practice
statenment, a certification authority certification, and a
notice of a revocation or suspension of its certification
authority certificate.

New Code section 554C. 433 provides for the issuance of a
certificate to a prospective subscriber for the purpose of
verifying digital signatures.

New Code section 554C. 434 provides that by issuing a
certificate, a certification authority represents to any
person who reasonably relies on the certificate or a digita
signature verifiable by the public key listed in the
certificate, that the certification authority has issued the
certificate in accordance with any applicable certification
practice statenment. The statenent shall provide that the
certification authority has conplied with all applicable
requirenents of the bill and that all information in the
certificate is accurate.

New Code section 554C. 435 provides for the suspension of a
certificate by the certification authority that issues a
certificate.

New Code section 554C. 436 provides that the certification
authority that issues a certificate, and any person
mai ntaining a repository where the certificate is published,
must revoke the certificate upon receipt of an order issued by
a court of competent jurisdiction or in accordance with the
policies and procedures governing revocation specified inits
certification practice statenent

New Code section 554C. 437 provides for a notice of
suspensi on or revocation.



New Code section 554C. 441 provides that if a subscriber
generates the key pair whose public key is to be listed in a
certificate issued by a certification authority and accepted
by the subscriber, the subscriber nmust generate that key pair
and maintain and store the private key using a trustworthy
system

New Code section 554C. 442 provides that all materia
representati ons nade by the subscriber to a certification
authority for purposes of obtaining a certificate nust be
accurate and conpl ete.

New Code section 554C. 443 provides that a person accepts a
certificate that nanes a person as a subscriber by publishing
it to one or nore persons, depositing the certificate in a
repository, or denonstrating approval of the certificate,
whi | e knowi ng or having notice of its contents

New Code section 554C. 444 provides that by accepting a
certificate issued by a certification authority the subscriber
identified in the certificate assumes a duty to persons who
reasonably rely on the certificate to exerci se reasonable care
to retain control of the private key corresponding to the
public key listed in the certificate and to prevent its
di scl osure to an unaut horized person. The provisions of this
section do not apply to consuner transactions.

New Code section 554C. 445 provides that if a private key
corresponding to the public key listed in a certificate is
conprom sed during the operational period of the certificate,
a subscriber who has accepted the certificate nust take
security actions to protect relying parties.

New Code section 554C. 451 provi des that each governnent
agency nust determine if, and the extent to which, it wll
send and receive electronic records and el ectronic signatures
to and from ot her persons.

New Code section 554C. 452 provides that the comm ssioner of
i nsurance, in consultation with the office of the attorney
general and the division of information technol ogy services of
the departnment of general services, shall adopt rules setting
forth standards, procedures, and policies for the use of
el ectronic records and el ectronic signatures by governnent
agenci es.

New Code section 554C. 453 provides that rul es adopted by
the insurance conm ssioner or a government agency relating to
the use of electronic records or electronic signatures must be
drafted in a manner designed to encourage and pronote
consi stency and interoperability with simlar requirements
adopt ed by governnment agencies of other states and the federa
gover nnent .

The bill provides conform ng anendnents. The bill requires
that the commi ssioner of insurance adopt rules as required by
the bill not later than July 1, 1999.
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