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damage, and computer theft and providing penalties. 

IT ENACTED BY THE GENERAL ASSEMBLY OF THE STATE OF IOWA: 

SENATE FILE 2247 
H-5807 

1 Amend Senate File 2247 as passed by the Senate 
2 as follows: 
3 1. Page 4, by inserting after line 20, the 
4 following: 
5 "Sec. 15. NEW SECTION. 716A.15 CHAPTER NOT 
6 EXCLUSIVE. ThlS chapter does not preclude the 
7 applicability of any other provision of the law of 
8 this state which is not inconsistent with this chapter 
9 and which applies or may apply to an act or transaction 

10 In violation of this chapter. 
11 Sec. 16. NEW SECTION. 716A.16 PRINTOUTS 
12 ADMISSIBLE AS EVIDENCE. In a prosecution under this 
13 chapter, computer printouts shall be admitted as 
14 evidence of any computer software, program, or data 
15 contained in or taken from a computer, notwithstanding 
16 an applicable rule of evidence to the contrary." 

BY COMMITTEE ON JUDICIARY 
AND LAW ENFORC~~ENT H-5807 FI~ED MARCH 23, 1984 
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HOUSE AMENDMENT TO SENATE FILE 2247 
S-5723 

1 Amend Senate File 2247 as passed by the Senate 
2 as follows: 
3 1. Page 4, by inserting after line 20, the 
4 following: 
5 "Sec. 15. NEW SECTION. 7l6A.15 CHAPTER NOT 
6 EXCLUSIVE. This chapter does not preclude the 
7 applicability of any other provision of the law of 
8 this state which is not inconsistent with this chapter 
9 and which applies or may apply to an act or transaction 

10 in violation of this chapter. 
11 Sec. 16. NEW SECTION. 7l6A.16 PRINTOUTS 
12 ADMISSIBLE AS EVIDENCE. In a prosecution under this 
13 chapter, computer printouts shall be admitted as 
14 evidence of any computer software, program, or data 
15 contained in or taken from a computer, notwithstanding 
16 an applicable rule of evidence to the contrary." 
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1 section 1. NEW SECTION. 716A.l DEFINITIONS. As used 
2 ln this chapter, unless the context otherwise requires: 
3 1. "Access" means to instruct, communicate with, store 
4 data in, or retrieve data from a computer, computer system, 
S or computer network. 
6 2. "Computer" means an electronic device which performs 
7 logical, arithmetical, and memory functions by manipulations 
8 of electronic or magnetic impulses, and includes all input, 
9 output, processing, storage, computer software, and 

10 communication facilities which are connected or related to 
11 the computer in a computer system or computer network. 
12 3. "Computer system" means related, connected or uncon-

13 nected, computers or peripheral equipment. 
14 4. "Computer network" means a set of related, remotely 

15 connected devices and communication facilities including two 

16 or more computers with capability to transmit data among them 
17 through communication facilities. 
18 5. "Computer program" means an ordered set of instruc-
19 tions or statements that, when executed by a computer, causes 
20 the computer to process data. 
21 6. "Computer software" means a set of computer programs, 
22 procedUres, or associated documentation used in the operation 
23 of a computer. 

24 7. "Data" means a representation of information, know-
25 ledge, facts, concepts or instructions that has been prepared 
26 or is being prepared in a formalized manner and has been pro-

27 cessed, or is intended to be processed in a computer. Data 
28 may be in any form including, but not limited to, printouts, 
29 magnetic storage media, punched cards and as stored in the 
30 memory of a computer. 

31 8. "Property" means anything of value as defined in section 
32 702.14, including but not limited to computers and computer 
33 data, information, software, and programs. 

34 9. "Services" means the use of a computer, computer sys-
35 tern, or computer network and includes, but is not limited 
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1 to, computer time, data processing, and storage functions. 

2 10. "Loss of property" means the greatest of the following: 
3 a. The retail value of the property involved. 
4 b. The reasonable replacement or repair cost, whichever 
5 is less. 
6 11. "Loss of services" means the reasonable value of the 
7 damage created by the unavailability or lack of utility of 
8 the property or services involved until repair or replacement 
9 can be effected. 

10 Sec. 2. NEW SECTION. 716A.2 UNAUTHORIZED ACCESS. A 

11 person who knowingly and without authorization accesses a 
12 computer, computer system, or computer network commits a 
13 simple misdemeanor. 
14 Sec. 3. NEW SECTION. 716A.3 COMPUTER DAMAGE DEFINED. 
15 A person commits computer damage when the person knowingly 
16 and without authorization damages or destroys a computer, 
17 computer system, computer network, computer software, computer 
18 program, or any other property as defined in section 716A.l, 

19 subsection 8, or knowingly and without authorization and with 

20 the intent to injure or defraud alters any computer, computer 
21 system, computer network, computer software, computer program, 
22 or any other property as defined in section 716A.1, subsection 
23 8. 
24 Sec. 4. NEW SECTION. 716A.4 COMPUTER DAMAGE IN THE FIRST 
25 DEGREE. Computer damage is computer damage in the first 
26 degree when the damage results in a loss of property or 
27 services of more than five thousand dollars. Computer damage 

28 in the first degree is a class "C" felony. 
29 Sec. 5. NEW SECTION. 716A.5 COMPUTER DAMAGE IN THE 

30 SECOND DEGREE. Computer damage is computer damage in the 
31 second degree when the damage results in a loss of property 
32 or services of more than five hundred dollars but not more 
33 than five thousand dollars. Computer damage in the second 
34 degree is a class "0" felony. 
35 Sec. 6. NEW SECTION. 716A.6 COMPUTER DAMAGE IN THE THIRD 
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1 DEGREE. Computer damage is computer damage in the third 

2 degree when the damage results in a loss of property or 
3 services of more than one hundred dollars but not more than 
4 five hundred dollars. Computer damage in the third degree 
5 is an aggravated misdemeanor. 
6 Sec. 7. NEW SECTION. 716A.7 COMPUTER DAMAGE IN THE 
7 FOURTH DEGREE. Computer damage is computer damage in the 
8 fourth degree when the damage results in a loss of property 
9 or services of more than fifty dollars but not more than one 

10 hundred dollars. Computer damage in the fourth degree is 

11 a serious misdemeanor. 
12 Sec. 8. NEW SECTION. 716A.8 COMPUTER DAMAGE IN THE FIFTH 
13 DEGREE. Computer damage is computer damage in the fifth 
14 degree when the damage results in a loss of property or 
15 services of not more than fifty dollars. Computer damage 
16 in the fifth degree is a simple misdemeanor. 
17 Sec. 9. NEW SECTION. 716A.9 COMPUTER THEFT DEFINED. 
18 A person commits computer theft when the person knowingly 
19 and without authorization accesses or causes to be accessed 

20 a computer, computer system, or computer network, or any part 
21 thereof, for the purpose of obtaining services, information 
22 or property or knowingly and without authorization and with 
23 the intent to permanently deprive the owner of possession, 
24 takes, transfers, conceals or retains possession of a computer, 
25 computer system, or computer network or any computer software 
26 or program, or data contained ~n a computer, computer system, 

27 or computer network. 

28 Sec. 10. NEW SECTION. 7l6A.lO COMPUTER THEFT IN THE 
29 FIRST DEGREE. Computer theft is computer theft in the first 
30 degree when the theft involves or results in a loss of ser-
31 vices or property of more than five thousand dollars. Com-
32 puter theft in the first degree is a class "c" felony. 
33 Sec. 11. NEW SECTION. 716A.11 COMPUTER THEFT IN THE 

34 SECOND DEGREE. Computer theft ~s computer theft in the second 
35 degree when the theft involves or results in a loss of services 
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1 or property of more than five hundred dollars but not more 
2 than five thousand dollars. Computer theft in the second 
3 degree is a class "0" felony. 

4 Sec. 12. NEW SECTION. 716A.12 COMPUTER THEFT IN THE 
5 THIRD DEGREE. computer theft is computer theft in the third 
6 degree when the theft involves or results in a loss of services 
7 or property of more than one hundred dollars but not more 
8 than five hundred dollars. Computer theft in the third degree 
9 is an aggravated misdemeanor. 

10 Sec. 13. NEW SECTION. 716A.13 COMPUTER THEFT IN THE 

11 FOURTH DEGREE. Computer theft is computer theft in the fourth 

12 degree when the theft involves or results in a loss of services 
13 or property of more than fifty dollars but not more than one 
14 hundred dollars. Computer theft in the fourth degree 1S a 
15 serious misdemeanor. 
16 Sec. 14. NEW SECTION. 716A.14 COMPUTER THEFT IN THE 
17 FIFTH DEGREE. Computer theft is computer theft in the fifth 
18 degree when the theft involves or results in a loss of services 
19 or property of not more than fifty dollars. Computer theft 
20 1n the fifth degree is a simple misdemeanor. 

21 EXPLANATION 
22 This bill relates to computer crime generally as follows: 
23 Section 1 provides for the definition of the terms access, 
24 computer, computer system, computer network, computer program, 
25 computer software, data, property, services, loss of property, 
26 and loss of services as used in the new chapter created by 

27 this bill. 

28 Section 2 provides for the crime of unauthorized access 
29 and sets the penalty of a simple misdemeanor. 

30 Section 3 provides for the definition of the crime of 
31 computer damage. 

32 Sections 4 through 8 set the penalties for computer damage 
33 in the first, second, third, fourth, and fifth degrees. 
34 Section 9 provides for the definition of the crime of 
35 computer theft. 
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1 sections 10 through 14 set the penalties for computer theft 

2 ln the first, second, third, fourth, and fifth degrees. 
3 The bill creates a new chapter 716A and includes internal 

4 references to some of the new sections. 
5 This bill takes effect July 1 following its enactment. 
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S!::NAT1:: FILe 224" 

AN ACT 

REI.ATIl'G TO THE CRIMES OF UNAUTHORIZIW ACCi::SS, COMPU"rgR 

DAMt\GE, ANn CO:-tPU1"'!:R 'l'lfU'T AND PROVlDlllG PRNALTH::S. 

BE IT ENACTED BY THE GF.Nf:RAL ASSI:.l1BLl' OF THI:: STATE OF IO'''A: 

Section 1. NF.W SE<;T~ON. 716A.l DEFINITIONS. As used 

in !.his chapter. unless t.he conte:w:t ot.herwise l·equire.,: 

l. "Accesc," means to instl'uct, communicate .... i tho store 

de:t.a ln, or retrieve daUl from d computer. comptlt.er system, 

Ot cOl'lputer net .... ork. 

2. "Computer" cneans an elect.ronic device which peJ'fonnb 

logical. ,,\t'l th.!llet1cal, and memory fUnctions by rnanilH.lldtions 

of electt'onic or magnetic impulses, and includes ,111 lnput. 

output. procevsinq, storage. computer soft ... ·al·e, ';Uld 

cOJT\lt\unic.,tion facillt.iec, which ar.e connected 01' t·elat.:<"i t.o 

t.he computer HI a computer system 01' cor-;puter net .... ork 

3. "Computer !iyatem" means related, connected or uncon­

nected, conpute1's 01' periphet'al equipment. 

4. "Computer network" means a set of l·elatt!d. remot.ely 

connected devices and COrnD)unicat.ion faciI itier. including t. .... o 

Ot· more computet·s with cap,lbility to Lran!:,mit datd among U,em 

t.hrough comnunicat1on fdciliti.es. 

5. "Comput.er program" mean& din ordered !~~t of In::;truc-

tiona or &tatement.~ that.. · .... hen executed by d cmnputer. causes 

the computer to procesl'> data. 

6. "COI'"lpute1' boitware" u)eans .1 lOet of COMputer progl'ams, 

procedurcs, or al'>sociated documentation used in the operation 

of" a com.puter. 

7. "Vata" means a rep1·csent.dtiotl of information, kn() .... -

ledge. facts. concepts or instructions that haa been pt'epdred 

01" is beinq pt'cpared in a formal1zed manner and h"H; been pro-

ce!if~ed, or is intended to be processed in '1 computel' Ddtdl 

• -
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may be in ,)ny forlt' ltlcludin9, but not Illnit.ed t.o, pnntout::;, 

magnt"tlc storage rrediil, punched cards and as stol'ed in lhe 

ll".eDor·y of a cOI":'Iputcr 

8. "I'roperty" mcan!~ anything of value as defined .in section 

"101..14, includinq but not. li:n1t(~d to computers and computer 

datil. information, f~oft .... are, and programs. 

Y. "Se1'vices" neans t.he use of il COG)puter. co:nputer sys­

tem. 0r ccmputer net .... ol·k a;"ld includes. but. is not limited 

t.o, comput.e1· time, dat.a pl·oce!i:;inq. (Uld storage funct.ions. 

10. "Loss of propprty" means the gl'eatest of the following: 

.-\. The retail value of the pt'operty involved. 

b. The reabonable replacement or repair cost, .... hichevAt· 

15 less. 

ll. "toss of lOe1'vlc~:;" means the l'edsonilhle value of the 

dtlmage creat.ed by t.he unavailability or lack of utility of 

t.he p1'operty or seIvicc5 involved unt.il t'epair 01' replacement 

can he effect.f'!d. 

Sec. 2. NEW SECTIO~. '1161\.2 UNAUTIiOR[ZI-:U ACCI::SS. A 

pen>ou ... ·ho kno .... lngly and Wl thout authoriz.at.ion accesses a 

compute1', conputel system, or computer network conmit.s a 

simple misderncanol·. 

Sec. 3 NE"" SECTION. 7l6A.3 CO:-tPUTER DAt-lACE DEF I NED. 

A pet'son corr.mi ts computcr damage ·.-Ihen U:c perlion :<no· .... ingly 

and · .. i thout duthot'ization damages or destroys a computer, 

computet· system. compute.! net .... ork. compute1' soft. .... are, computer 

program, or any other pt'operty as defined in section 716A.l. 

subsect.ion H. Ot· knowingly and \oathout. aut.horization and with 

the intent to injure or defraud ill ters any computet·, computer 

syst.el'l. conput.cr netl-lot'k, co:;.putet software. computer program. 

0t· any other proper ti' as deflned in sect.1on 716A.l. subsection 

B. 
Sf!c. 4. NEW SECTION. '1l6A 4 COMPUTER DAHAGE IN TIlE FIRST 

DI::GREl::. CoU)put.el· damage 1S computer damage in t.he first 

degree .... hcn t.hc daJna9P t'el'>ult:s in a losg of property 01 

se1'vicetJ of u'or~ than !Lve UlOu:~and dollars. 

In che fi1'St degree is .1 class "c" felony. 

computer damage 
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S~C. ~ ~~w SECrl0N. 716l\.S .:;cr-::pU"!'ER DW,A(.E IN TilE 

:,ECONC Of:GRRF.. CO:"llputel' darn;\g~ 18 ccmputt!t' d .. \mage in the 

second degree .... hen t.he d"'rdg~ result.s lO ,\ JO~s of rr:op~rt.i' 

01' 1'E:[V1CeS of r,ore than five fHltldred do:1Ha ::~;t t',(.)l m:);:c: 

t.hem fi.ve thOIlScUul doll:lt'~. Cornput..et dil:Mge .1n t.he st!cond 

df"!grr:e .1S a c13~s "0" f(!lony. 

Sec. 6. ~.~:',." ~)~Tl ON . 716A. 6 Cor-aVr:::R ~>M~AGf:: IN 1 Ht: '1HI RD 

CJ::GHtt: . Compute t' di:\l'I\age is c:ompu tel' d'lIl1dq~~ j n thr: th ll'd 

degrc(! · .... hen the d.nnage rt~sult!l in ."1 loss of pt'oPt:l'ty or 

servi,::cs of mon.' than one hundred doll an; ~ut not. more tlvm 

fi ve hundred do 11 ;.lrs. corupute:: dillnage 111 t.h~ t.h1l:d dp.qree 

lR <If) a.ggl'avated rni6dern(~anoT. 

S~C. "'. ~E'N SRCTlON. 716A. "' cor·tl'u"?;:';R DAV.A(;C: 1 N tHE 

}'OU}Hil I>F.GREt:. COiTl9uter dll.milge 1S computer darn,lge ll·, th~ 

fourth d(~gt"(:e when t.hp. darr;.gn l'e!6ults in d ~or,,: of pn.>pet·ti· 

or SCt"V1ces of nOl·e t.ha.1I f1fty dollars but not IlIot·e th'll1 onc 

h\mdrcd dollars. Cot',put.eJ damage in t.hc fourth degree ir. 

cl ::>(:riour. tr.isdc/llcanor. 

Sec.:. 8. NE'N SRC'I'ION. ",'lbA.S COMPUTf,R O;..r.:M;£ IN TEF: Fln1l 

DEGRRE. computer o1arnage lS co:nputet· dar.'ldqP. in 1.he fifth 

degree · ... htm the damage resulls In a ~OSb ~f prop(~n.y Ot 

SeJ"VlCe1l of not. more lhan fift.y dollat·s. Computer dan':H)e 

in the t·ifLh degt·c0 is .1 sitnple mlsdetr.eanol". 

Sec. Y NE ..... _S_t:;.C;·II.O_~ . "J H,;". <} COMPUTF::< THEf'T DF.F I NED. 

A pel·son ccnu~,its ('()mpul~r theft .... he:n the pt~rson knowingly 

dnd '.Iithout authOl"i.7.;11~ion accesses or ca\..se~ to be nccesl:ied 

l:I. cornptltp.:·, compute1' Ryst.e:lI. or cortputet net. .... ork, 01" clOy pal~ 

t.ht:t"eof, for t.h~ purpose of obta1ninq services, infor~ntion 

0;· p:·opt!rty 01' knmllngly and without authol"lzation and .... i.th 

lhe intent. t.o pet·m.,ment.1y deprive the o'WneL· of p0::;&essiol~, 

t.,l·..;es, l!,dnf~fel·s, conceals 01: 1:~tu.1ns p(lS6t~SS Lon c f <1 cO(npl; ter, 

computet" systen, or ccrnputt~l· net'Wot·k or ;1IIi' co:nputel· l:ioft·"' .... l"e 

or progt·am, or d,lt-a. contained in a CO!11put.t~r·. computel' sy!:>te:n, 

or con.put.t""!r l~ot.'.Ior~. 
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St"!c. 10. l,'gw SRCTI(JN. 716".~(J CO}lPtrl'ER nU':PT IN THt: 

:: IRS·:' DHGREE ::0mput.er theft )5 conputt:t' tlwft 10 tt.e fi.:st. 

degr:p.t; when t.he theft involves or results In '" 10l->s ot set·­

VlCet; ').1" pr~~e1"t.y 01" :nore them five Lhousand dcllnrs. ('on'­

p\.lt.\~1 Ltef", :!"I the fi rst deqn:e 1 f., a Cl.1S!~ "C" felollY· 

:;(~(";. 11. Nt:I<I' S~C";:.!.!;;'~. "'16A.l1 COKPU"l'i':R THI\FT IN THE 

SECOND DECR::F:. Cern!'u t.~! r the f t i oS conpu tet· the t·t 1 n t.he second 

:Jcgn:t! .... hen the theft ~r)\'o1ve:.> or rcs·.llts in d loss of servic.:es 

or P!·Oycl"t.y of more t.h,1:1 Lvt: In.;ndred do11<l.rs hut. n:)t Il'.ore 

thdn five t.hous,:lIo Jollar' .. C0rnputer theft 1n t.he second 

deg'lce U:. d c:L1SS "D" lE:1()ny. 

s('!("; 12. ~;~~ SECTlO~. 716;" . .12 COMPtrrER THF.Fl' IN 'l'H1:: 

l'H"JRn nF:r.RFF.. C()mp .... ':~t" theft. is co:n~uteI: tJlt!ft in thr. thit"d 

degree ... ·hen t:H~ lllt!f~ In .... olves Ot· t"(~~u1l;; ~{l a los:; of serVlces 

~: J)I"Orp.l·ty :)f rlO:C th"n one h\lndrr.d dollar::; but not :nore 

than five hundred dclllll·S COIl",puter thcft i.n t.he ·_hll'd deqn~e 

is an d99':n'/dted :ni sde:n(~,l:lOl". 

S(!c. 13. NEW ~.~<;:II..?....:'i. "} 16;.,. 13 COMPUTER 'l'HEF'T If; TIlE 

FJliR111 :)EGREF (:onputc1· theft i$ comp'..1tcr theft. In the fQI.JI"t.h 

degret: ... ·!len Ule theft. involvcs Ot· l:enult!; in a los~ of lOet-V1ces 

Ot· pr()p(~l·t.i' of If.ore than fifty dollar!:; but not: trore than onc 

hundt·ed dt,ll,us. Co:nPllt.(~l theft in the fourth deqr·ee lf~ ~ 

s(!r LOWS !TIif..demeanor. 

:,ec. 11 N.;~.~;"QI0N. 716A 11 COMPUTER 'fHEFr IN 111t: 

FIFTH DEGREF:. C(;wputer theft i.~; (7onputet· t.he!t ltl the fift.h 

deqt·~e .... ·hen U.e the!"t. 1nvolve~ or l·esul ts ltl a los!:; of sel-viccs 

cr pt·opet"ty of not more U"H\ f1fty doll;u·g. Compuler theft 

1n the !ifth dcgree ~s a f.,imp~c tr,isdemednor. 

Sec. 15. ~f,W Sf,CTION. 7l6A ~~ CHAPTER NOT SXCLUS!VE. 

Tll.1e chapter does nct pn~clt.lde t.he applicabilit.y of Il.ny other 

prov~s~ol1 of L"le 121 ..... of th1s ::;t,)t.(~ · ... h~ch lS not lflconsislent 

.... 1 t.h t.h1 f~ chdptex and .... h ieh app 1 ies 01· may <lPP 1 Y to an <lC t 

\)r t.n1nS~CT..:,lOn in viol.1t.io{l of Uli~ chapter. 

Sec lb. NE\\' SECT10r.;. 716A.16 PRINTOUTS ADMISSIBLE AS 

EVIDDICF. . In ,1 pJ'osecutlon under 1.his ct1<lpt.C":L cOl'lputet· 

~, 
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'. printouts shall be admitted as evidence of any computer 

software, program, or data contained in or taken from a 

computer, notwithstanding an applicable rule of evidence to 

the contrary. 
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