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199—22.23 (476) Unauthorized changes in telephone service.
22.23(1) Definitions. As used in this rule, unless the context otherwise requires:

“Change in service” means the designation of a new provider of a telecommunications service to a
customer, including the initial selection of a service provider, and includes the addition or deletion of a
telecommunications service for which a separate charge is made to a customer account.

“Consumer” means a person other than a service provider who uses a telecommunications service.

“Cramming” means the addition or deletion of a product or service for which a separate charge is
made to a telecommunication customer’s account without the verified consent of the affected customer.
Cramming does not include the addition of extended area service to a customer account pursuant to board
rules, even if an additional charge is made. Cramming does not include telecommunications services
that are initiated or requested by the customer, including dial-around services such as “10-10-XXX,”
directory assistance, operator-assisted calls, acceptance of collect calls, and other casual calling by the
customer.

“Customer”means the person other than a service provider whose name appears on the account and
others authorized by that named person to make changes to the account.

“Executing service provider” means, with respect to any change in telecommunications service, a
service provider who executes an order for a change in service received from another service provider
or from its own customer.

“Jamming” means the addition of a preferred carrier freeze to a customer’s account without the
verified consent of the customer.

“Letter of agency” means a written document complying with the requirements of 199 IAC
22.23(2)“b.”

“Preferred carrier freeze” means the limitation of a customer’s preferred carrier choices so as to
prevent any change in preferred service provider for one or more services unless the customer gives the
service provider from which the freeze was requested the customer’s express consent.

“Service provider” means a person providing a telecommunications service, not including
commercial mobile radio service.

“Slamming” means the designation of a new provider of a telecommunications service to a
customer, including the initial selection of a service provider, without the verified consent of the
customer. “Slamming” does not include the designation of a new provider of a telecommunications
service to a customer made pursuant to the sale or transfer of another carrier’s customer base, provided
that the designation meets the requirements of 199 IAC 22.23(2)“e.”

“Soft slam” means an unauthorized change in service by a service provider that uses the carrier
identification code (CIC) of another service provider, typically through the purchase of wholesale
services for resale.

“Submitting service provider” means a service provider who requests another service provider to
execute a change in service.
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“Telecommunications service”means a local exchange or long distance telephone service other than
commercial mobile radio service.

“Verified consent” means verification of a customer’s authorization for a change in service.

22.23(2) Prohibition of unauthorized changes in telecommunications service. Unauthorized
changes in telecommunications service, including but not limited to cramming and slamming, are
prohibited.

a. Verification required. No service provider shall submit a preferred carrier change order or other
change in service order to another service provider unless and until the change has first been confirmed
in accordance with one of the following procedures:

(1) The service provider has obtained the customer’s written authorization in a form that meets
the requirements of 199 IAC 22.23(2)“b”; or

(2) The service provider has obtained the customer’s electronic authorization to submit the
preferred carrier change order. Such authorization must be placed from the telephone number(s) on
which the preferred carrier is to be changed and must confirm the information required in subparagraph
(1) above. Service providers electing to confirm sales electronically shall establish one or more toll-free
telephone numbers exclusively for that purpose. Calls to the number(s) will connect a customer to a
voice response unit, or similar mechanism that records the required information regarding the preferred
carrier change, including automatically recording the originating automatic numbering identification; or

(3) An appropriately qualified independent third party has obtained the customer’s oral
authorization to submit the preferred carrier change order that confirms and includes appropriate
verification data. The independent third party must not be owned, managed, controlled, or directed by
the service provider or the service provider’s marketing agent; must not have any financial incentive
to confirm preferred carrier change orders for the service provider or the service provider’s marketing
agent; and must operate in a location physically separate from the service provider or the service
provider’s marketing agent. The content of the verification must include clear and conspicuous
confirmation that the customer has authorized a preferred carrier change; or

(4) The local service provider may change the preferred service provider, for customer-originated
changes to existing accounts only, through maintenance of sufficient internal records to establish a valid
customer request for the change in service. At a minimum, any such internal records must include the
date and time of the customer’s request and adequate verification of the identification of the person
requesting the change in service. The burden will be on the telecommunications carrier to show that its
internal records are adequate to verify the customer’s request for the change in service.

All verifications shall be maintained for at least two years from the date the change in service is
implemented. Verification of service freezes shall be maintained for as long as the preferred carrier
freeze is in effect.

(5) For other changes in service resulting in additional charges to existing accounts only, a service
provider shall establish a valid customer request for the change in service through maintenance of
sufficient internal records. At a minimum, any such internal records must include the date and time of
the customer’s request and adequate verification under the circumstances of the identification of the
person requesting the change in service. Any of the three verification methods in 22.23(2)“a”(1) to (3)
will also be acceptable. The burden will be on the telecommunications carrier to show that its internal
records are adequate to verify the customer’s request for the change in service. Where the additional
charge is for one or more specific telephone calls, examples of internal records a carrier may submit
include call records showing the origin, date, time, destination, and duration of the calls, and any other
data the carrier relies on to show the calls were made or accepted by the customer, along with an
explanation of the records and data.

b. Letter of agency form and content.
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(1) A service provider may use a letter of agency to obtain written authorization or verification of
a customer’s request to change the customer’s preferred service provider selection. A letter of agency
that does not conform with this subrule is invalid for purposes of this rule.

(2) The letter of agency shall be a separate document (or an easily separable document) containing
only the authorizing language described in subparagraph (5) below having the sole purpose of authorizing
a service provider to initiate a preferred service provider change. The letter of agency must be signed
and dated by the customer to the telephone line(s) requesting the preferred service provider change.

(3) The letter of agency shall not be combined on the same document with inducements of any
kind.

(4) Notwithstanding subparagraphs (2) and (3) above, the letter of agency may be combined with
checks that contain only the required letter of agency language as prescribed in subparagraph (5) below
and the necessary information to make the check a negotiable instrument. The letter of agency check
shall not contain any promotional language or material. The letter of agency check shall contain, in easily
readable, boldface type on the front of the check, a notice that the customer is authorizing a preferred
service provider change by signing the check. The letter of agency language shall be placed near the
signature line on the back of the check.

(5) At a minimum, the letter of agency must be printed with a type of sufficient size and readable
type to be clearly legible and must contain clear and unambiguous language that confirms:

1. The customer’s billing name and address and each telephone number to be covered by the
preferred service provider change order;

2. The decision to change the preferred service provider from the current service provider to the
soliciting service provider;

3. That the customer designates [insert the name of the submitting service provider] to act as the
customer’s agent for the preferred service provider change;

4. That the customer understands that only one service provider may be designated as the
customer’s interstate or interLATA preferred interexchange service provider for any one telephone
number. To the extent that a jurisdiction allows the selection of additional preferred service
providers (e.g., local exchange, intraLATA/intrastate toll, interLATA/interstate toll, or international
interexchange), the letter of agency must contain separate statements regarding those choices, although
a separate letter of agency for each choice is not necessary; and

5. That the customer understands that any preferred service provider selection the customer
chooses may involve a charge to the customer for changing the customer’s preferred service provider.

(6) Any service provider designated in a letter of agency as a preferred service provider must be
the service provider directly setting the rates for the customer.

(7) Letters of agency shall not suggest or require that a customer take some action in order to retain
the customer’s current service provider.

(8) If any portion of a letter of agency is translated into another language, then all portions of the
letter of agency must be translated into that language. Every letter of agency must be translated into the
same language as any promotional materials, oral descriptions or instructions provided with the letter of
agency.

c. Customer notification. Every change in service shall be followed by a written notification to
the affected customer to inform the customer of the change. Such notice shall be provided within 30 days
of the effective date of the change. Such notice may include, but is not limited to, a conspicuous written
statement on the customer’s bill, a separate mailing to the customer’s billing address, or a separate written
statement included with the customer’s bill. Each such statement shall clearly and conspicuously identify
the change in service, any associated charges or fees, the name of the service provider associated with
the change, and a toll-free number by which the customer may inquire about or dispute any provision in
the statement.

d. Preferred carrier freezes.
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(1) A preferred service provider freeze (or freeze) prevents a change in a customer’s preferred
service provider selection unless the customer gives the service provider from whom the freeze was
requested express consent. All local exchange service providers who offer preferred service provider
freezes must comply with the provisions of this subrule.

(2) All local exchange service providers who offer preferred service provider freezes shall offer
freezes on a nondiscriminatory basis to all customers, regardless of the customer’s service provider
selections.

(3) Preferred service provider freeze procedures, including any solicitation, must clearly
distinguish among telecommunications services (e.g., local exchange, intraLATA/intrastate toll,
interLATA/interstate toll, and international toll) subject to a preferred service provider freeze. The
service provider offering the freeze must obtain separate authorization for each service for which a
preferred service provider freeze is requested.

(4) Solicitation and imposition of preferred service provider freezes.
1. All solicitation and other materials provided by a service provider regarding preferred service

provider freezes must include:
● An explanation, in clear and neutral language, of what a preferred service provider freeze is

and what services may be subject to a freeze;
● A description of the specific procedures necessary to lift a preferred service provider freeze;

an explanation that these steps are in addition to the verification requirements in 22.23(2)“a” and
22.23(2)“b” for changing a customer’s preferred service provider selections; and an explanation that
the customer will be unable to make a change in service provider selection unless the freeze is lifted; and

● An explanation of any charges associated with the preferred carrier freeze.
2. No local exchange carrier shall implement a preferred service provider freeze unless the

customer’s request to impose a freeze has first been confirmed in accordance with one of the following
procedures:

● The local exchange carrier has obtained the customer’s written and signed authorization in a
form that meets the requirements of 22.23(2)“d”(4)“3”; or

● The local exchange carrier has obtained the customer’s electronic authorization, placed from
the telephone number(s) on which the preferred service provider freeze is to be imposed, to impose a
preferred service provider freeze. The electronic authorization shall confirm appropriate verification
data and the information required in 22.23(2)“d”(4)“3.” Service providers electing to confirm preferred
service provider freeze orders electronically shall establish one or more toll-free telephone numbers
exclusively for that purpose. Calls to the number(s) will connect a customer to a voice response unit, or
similar mechanism that records the required information regarding the preferred service provider freeze
request, including automatically recording the originating automatic numbering identification; or

● An appropriately qualified independent third party has obtained the customer’s oral
authorization to submit the preferred service provider freeze and confirmed the appropriate verification
data and the information required in 22.23(2)“d”(4)“3.” The independent third party must not be
owned, managed, or directly controlled by the service provider or the service provider’s marketing
agent; must not have any financial incentive to confirm preferred service provider freeze requests
for the service provider or the service provider’s marketing agent; and must operate in a location
physically separate from the service provider or the service provider’s marketing agent. The content
of the verification must include clear and conspicuous confirmation that the customer has authorized a
preferred service provider freeze.

3. A local exchange service provider may accept a written and signed authorization to impose
a freeze on the customer’s preferred service provider selection. Written authorization that does not
conform with this subrule is invalid and may not be used to impose a preferred service provider freeze.

● The written authorization shall comply with 22.23(2)“b”(5)“2” and “3” and 22.23(2)“b”(8)
concerning the form and content for letters of agency.

● At a minimum, the written authorization must be printed with a readable type of sufficient size
to be clearly legible and must contain clear and unambiguous language that confirms: (1) the customer’s
billing name and address and the telephone number(s) to be covered by the preferred service provider
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freeze; (2) the decision to place a preferred service provider freeze on the telephone number(s) and
particular service(s). To the extent that a jurisdiction allows the imposition of preferred service provider
freezes on additional preferred service provider selections (e.g., for local exchange, intraLATA/intrastate
toll, interLATA/interstate toll service, and international toll), the authorization must contain separate
statements regarding the particular selections to be frozen; (3) that the customer understands that the
customer will be unable to make a change in service provider selection unless the preferred service
provider freeze is lifted; and (4) that the customer understands that any preferred carrier freeze may
involve a charge to the customer.

(5) All local exchange service providers who offer preferred service provider freezes must, at a
minimum, offer customers the following procedures for lifting a preferred service provider freeze:

1. A local exchange service provider administering a preferred service provider freeze must
accept a customer’s written and signed authorization stating the intention to lift a preferred service
provider freeze; and

2. A local exchange service provider administering a preferred service provider freezemust accept
a customer’s oral authorization stating the intention to lift a preferred carrier freeze and must offer a
mechanism that allows a submitting service provider to conduct a three-way conference call with the
service provider administering the freeze and the customer in order to lift a freeze. When engaged in
oral authorization to lift a preferred service provider freeze, the service provider administering the freeze
shall confirm appropriate verification data and the customer’s intent to lift the particular freeze.

e. Procedures in the event of sale or transfer of customer base. A telecommunications carrier
may acquire, through a sale or transfer, either part or all of another telecommunications carrier’s customer
base without obtaining each customer’s authorization in accordancewith 199 IAC 22.23(2)“a,” provided
that the acquiring carrier complies with the following procedures. A telecommunications carrier may not
use these procedures for any fraudulent purpose, including any attempt to avoid liability for violations
under 199 IAC 22.23(2)“a.”

(1) No later than 30 days before the planned transfer of the affected customers from the selling
or transferring carrier to the acquiring carrier, the acquiring carrier shall file with the board a letter
notifying the board of the transfer and providing the names of the parties to the transaction, the types of
telecommunications services to be provided to the affected customers, and the date of the transfer of the
customer base to the acquiring carrier. In the letter, the acquiring carrier also shall certify compliance
with the requirement to provide advance customer notice in accordance with 199 IAC 22.23(2)“e”(3)
and with the obligations specified in that notice. In addition, the acquiring carrier shall attach a copy of
the notice sent to the affected customers.

(2) If, subsequent to the filing of the letter of notification with the board required by 199 IAC
22.23(2)“e”(1), any material changes to the required information develop, the acquiring carrier shall
file written notification of these changes with the board no more than 10 days after the transfer date
announced in the prior notification. The board may require the acquiring carrier to send an additional
notice to the affected customers regarding such material changes.

(3) Not later than 30 days before the transfer of the affected customers from the selling or
transferring carrier to the acquiring carrier, the acquiring carrier shall provide written notice to each
affected customer. The acquiring carrier must fulfill the obligations set forth in the written notice. The
written notice must inform the customer of the following:

1. The date on which the acquiring carrier will become the customer’s new provider of
telecommunications service;

2. The rates, terms, and conditions of the service(s) to be provided by the acquiring carrier upon
the customer’s transfer to the acquiring carrier, and the means by which the acquiring carrier will notify
the customer of any change(s) to these rates, terms, and conditions;

3. The acquiring carrier will be responsible for any carrier change charges associated with the
transfer;
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4. The customer’s right to select a different preferred carrier for the telecommunications service(s)
at issue, if an alternative carrier is available;

5. All customers receiving the notice, even those who have arranged preferred carrier freezes
through their local service providers on the service(s) involved in the transfer, will be transferred to the
acquiring carrier unless they have selected a different carrier before the transfer date; existing preferred
carrier freezes on the service(s) involved in the transfer will be lifted; and the customers must contact
their local service providers to arrange a new freeze;

6. Whether the acquiring carrier will be responsible for handling any complaints filed, or
otherwise raised, prior to or during the transfer against the selling or transferring carrier; and

7. The toll-free customer service telephone number of the acquiring carrier.

22.23(3) Carrier registration.
a. Registration required. Each carrier that provides or bills for telecommunications services to

customers located in Iowa shall register with the board and shall provide, at a minimum, the information
specified in the form that appears in this subrule.

DEPARTMENT OF COMMERCE
UTILITIES BOARD

TELECOMMUNICATIONS SERVICE PROVIDER REGISTRATION
1. FULL NAME OF CARRIER PROVIDING SERVICE IN IOWA:

2. CARRIER MAILING ADDRESS (including 9-digit ZIP code):

3. NAME, TITLE, TELEPHONE NUMBER, E-MAIL ADDRESS, AND FAX NUMBER OF
CONTACT PERSON:

4. ALL TRADE NAMES OR D/B/A’S USED BY CARRIER IN IOWA OR IN ADVERTISING OR
BILLING THAT MAY REACH IOWA CUSTOMERS:

5. NAME, MAILING ADDRESS, AND TELEPHONE NUMBER OF AGENT IN IOWA
AUTHORIZED TO ACCEPT SERVICE OF PROCESS ON BEHALF OF CARRIER:

6. TYPES OF TELECOMMUNICATIONS SERVICE PROVIDED (CHECK ALL THAT APPLY):
____ LOCAL EXCHANGE SERVICE
____ INTEREXCHANGE SERVICE
____ DATA TRANSMISSION
____ ALTERNATIVE OPERATOR SERVICES ONLY
____ OTHER—PLEASE SPECIFY:________________

7. ATTESTATION. I, ___________________, certify that I am the company officer responsible for
this registration, that I have examined the foregoing registration, and that to the best of my knowledge,
information, and belief the information is accurate and will be updated as required.
Dated ____/____/____
SIGNATURE_________________________________
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b. Failure to register. Failure to file and reasonably update a registration, or provision of
false, misleading, or incomplete information, may result in civil penalties under 22.23(5) and may be
considered as evidence of a pattern or practice of violation of these rules.

22.23(4) Subscriber complaints regarding changes in service—procedures. When a
telecommunications service provider is contacted by an Iowa customer alleging an unauthorized
change in service, the service provider shall inform the customer of the customer’s right to contact
the board regarding the complaint. The service provider shall provide the customer with the board’s
toll-free number for complaints, (877)565-4450.

When a subscriber submits to the board a written complaint alleging an unauthorized change
in service, the complaint will be processed by the board pursuant to 199—Chapter 6, “Complaint
Procedures.”

22.23(5) Civil penalties and assessment of damages.
a. Civil penalties. In addition to any applicable civil penalty set out in Iowa Code section 476.51,

a service provider who violates a provision of the anti-slamming statute, a rule adopted pursuant to the
anti-slamming statute, or an order lawfully issued by the board pursuant to the anti-slamming statute is
subject to a civil penalty, which, after notice and opportunity for hearing, may be levied by the board, of
not more than $10,000 per violation. Each violation is a separate offense.

b. Amount. A civil penalty may be compromised by the board. In determining the amount of
the penalty, or the amount agreed upon in a compromise, the board may consider the size of the service
provider, the gravity of the violation, any history of prior violations by the service provider, remedial
actions taken by the service provider, the nature of the conduct of the service provider, and any other
relevant factors.

c. Collection. A civil penalty collected pursuant to this subrule shall be forwarded by the
executive secretary of the board to the treasurer of state to be credited to the general fund of the state
and to be used only for consumer education programs administered by the board.

d. Exclusion from regulated rates. A penalty paid by a rate-of-return regulated utility pursuant to
this subrule shall be excluded from the utility’s costs when determining the utility’s revenue requirement
and shall not be included either directly or indirectly in the utility’s rates or charges to its customers.

e. Civil actions. The board shall not commence an administrative proceeding to impose a civil
penalty under this rule for acts subject to a civil enforcement action pending in court under Iowa Code
section 714D.7.

f. Assessment of damages among interested persons. As a part of formal complaint proceedings,
the board may determine the potential liability, including assessment of damages, for unauthorized
changes in service among the customer, the previous service provider, the executing service provider,
the submitting service provider, and any other interested persons. In the event of a soft slam, the board
may impose joint and several liability on the reseller and the facilities-based service provider. For
purposes of this rule and in the absence of unusual circumstances, the term “damages” means charges
directly relating to the telecommunications services provided to the customer that have appeared or
may appear on the customer’s bill. The term “damages” does not include incidental, consequential, or
punitive damages.

22.23(6) Penalties for patterns of violations. If the board determines, after notice and opportunity
for hearing, that a service provider has shown a pattern of violations of these rules, the board may by
order do any of the following:

a. Prohibit any other service provider from billing charges to residents of Iowa on behalf of the
service provider determined to have engaged in such a pattern of violations.

b. Prohibit certificated local exchange service providers from providing exchange access services
to the service provider.

c. Limit the billing or access services prohibition under paragraph “a” or “b” above to a period
of time. Such prohibition may be withdrawn upon a showing of good cause.

d. Revoke the certificate of public convenience and necessity of a local exchange service provider.
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22.23(7) Service provider complaints regarding changes in service. When a service provider files
a written complaint charging another service provider with causing unauthorized changes in end user
services to the detriment of the complaining service provider, the complaint will be processed pursuant
to 199—Chapter 6, “Complaint Procedures,” except that any party to the proceeding may petition the
board for an order initiating formal complaint proceedings at any time, regardless of the status of the
informal complaint proceedings. The board will grant such petitions or enter such an order on its own
motion if the board finds that informal complaint proceedings are unlikely to aid in the resolution of the
complaint.


